IIPABUTEJILCTBO UPKYTCKOI OBJIACTHU
IIOCTAHOBJIEHUE

10 oxraébpa 2016 roma ) Ne 655-nm
Hpkyrck ‘

O Ilepeune yrpo3 6e30NaCHOCTH NePCOHAJIbHBIX JAHHBIX, AKTYAJIbLHBIX NPH
ux 06padoTrke B HHPOPMANHOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX
HCHOJHHUTEIbHLIX OPraHOB rocyAapcTBenHoi Buacru Upkyrckoii o6iacra

B 1ensax mocTivkeHMs: obecrnedeHns 6e30IaCHOCTH MEePCOHANBHBIX TaHHBIX,
B COOTBETCTBHMHM C MyHKTOM 1 4actu 2, yacTero 5 ctateu 19 @enepanbHoro 3akoHa
ot 27 wrons 2006 roga Ne 152-®3 «O nepcoHanbHBIX JaHHBIX», TIOCTAHOBIIEHHEM
IpaButensctBa Poccuiickont @enepanun or 1 HOA6ps 2012 roma Ne 1119 «O6
yTBepKICHNH TpeGOBaHUM K 3aIIUTE NIEPCOHATBHBIX AaHHBIX IPU UX 00paboTKe B
HH(POPMAIIHOHHEIX CHCTEMaX II€PCOHANBHBIX JaHHBIX», YYHTHIBasg ba3oByro
MOJIENIb Yrpo3 0e30MacHOCTY IepCOHAIBHBIX MAAHHBIX IpH HX 00paboTke B
UH(OOPMAIIMOHHEIX ~ CHCTEMaxX  IEPCOHANBHBIX  JAHHBIX,  YTBEPXKACHHYIO
3amecTHTeNeM aupekTopa DenepanbHON CIyXKObBI 1O TEXHHYECKOMY U
SKCHOPTHOMY KoHTpomto Poccuiickoni ®enepauuu 15 deppans 2008 rona,
PYKOBOACTBYSICh YacTbiO 4 cTaThu 66, crathel 67 YcraBa MpkyTckol obnactwy,
ITpasurenbcTBo VpKyTCKOH 0bnacTa
IIOCTAHOBIJAET:

1. YrBepautp IlepedeHb yrpo3 Oe30IaCHOCTH IEPCOHAIBHBIX JaHHBIX,
aKTyaJIbHBIX ~ mpH WX  o0paGoTke B HH(QOPMAIMOHHBIX  CHCTEMax
IIEPCOHABHBIX JAHHBIX HCIOJIHHATENBHBIX OPraHOB TOCYJapCTBEHHOW BIIACTH
HpkyTckoii obnmactu (nanee — [lepeuens) (mpunaraercs).

2. Tlepedenp, YTBEP)KICHHBIM HACTOSINMM TOCTAHOBJICHHEM, ITOIIEKUT
y4eTy HCIIONHHUTENbHBIME OpraHaMM TIoCyJapCTBeHHOH Bractu HpkyTckoit
obmactu mpu  pa3paboTKe  YaCTHBIX  MOJeNed  yrpo3  6e30macHOCTH
IEepPCOHAJBHBIX  JaHHBIX IpH UX oOpabotke B  HH(QOpMAIMOHHBIX
CHCTEMAX IePCOHANBHBIX JAHHBIX HCIIOJHHUTEIBHBIX OPraHOB TOCYIapCTBEHHOM
Biactu MpkyTckoit o6nacTy.

3. Hacrosmiee ITOCTaHOBICHHUE MOMJIEKUT O(bnunanLHOMy OILyOITHKOBaHHUIO
Ha «OdunuarbHOM WHTEpHET-IIOpTAJIe MpaBOBOM UHGpOpMAITHI
(Www.pravo.gov.ru).

HcrosHsitonuii 003aHHOCTH

niepBoro 3amectutei I ybepraropa

IIfI[pKyTCKOI/I obmnactu — Ilpencenarens
pautenbcTBa MIpKyTCKOit 0071acTH

P.H. Bonoros
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IEPEYEHD
YI'PO3 BE3ONMIACHOCTH MEPCOHAJILHBIX TIAHHBIX, AKTYAJIbHBIX
[P X OBPABOTKE B THOOPMAIIMOHHBIX CHUCTEMAX
IMEPCOHAJIBHBIX JAHHBIX HCIIOJHATEJLHBIX OPTAHOB
T'OCYJIAPCTBEHHOII BJACTH UPKYTCKOW OBJIACTH

VIpo3sl HECAHKIMOHHPOBAHHOTO JOCTYNa Ha pabovMX MeECTaX, CBS3aHHEIE C
JEHCTBUAMM HapymIuTesieldl, HMEIUX OOCTyI K HHGOPMAalMOHHBIM CHCTEMAaM
NepCOHANBHBIX JaHHBIX, BKIIOYas [ONb30BaTeNled HHQOPMAIMOHHBIX  CHCTEM
IIEPCOHATTBHBIX TaHHBIX, pealu3yroIlHe yrpo3f,1 HETOCPEICTBEHHO B MH(YOPMAIIHOHHBIX
CHCTEMaX NEPCOHATBHBIX JAHHBIX.

Vrposel, peaju3yeMmble B XOJe 3arpy3KH OIEPallMOHHOM CHCTEMBI M
HalpaBJieHHbIE Ha MepexBaT IapoJel WK uAeHTUPUKATOpOB, MoaudUKaluio 6a30Boii
cucteMsl BBofa/BeiBozia (BIOS), mepexsaT yHpapieHns 3arpy3Koil.

VYrpospl, peamusyeMble TIOCIE 3arpy3KM  OIIEPALMOHHOM  CHCTEMBI U
HalpaBlIeHHBIE Ha BBIIOJHEHME HECAHKIHMOHUPOBAHHOIO [OCTYIA C HpPHMEHEHHeM
CTaHJAPTHBIX yHKImii (YHUYTOXKEHUE, - KONMPOBAHHME, TiepeMelleHue,
¢GopmatupoBaHUe HOocUTeNel HHGOPMalHU ¥ TOMY IT0J00HOE) ONepallHOHHON CHCTEMbI
WK KaKoi-mubo MpHKIaTHON MporpaMMsl (HalpuMep, CUCTeMbl yIpaBieHHs Gazamu
JAaHHBEIX), C  [OpUMEHEHHEM  CIENWaNbHO - CO3JaHHBIX  JUIS  BBIIOJHEHHS
HeCaHKIMOHHPOBAHHOIO NOCTYNa IporpamMM (IporpamMM IpocMoTpa ¥ MOAUMHKALUH
peecTpa, MOKCKA TEKCTOB B TEKCTOBBIX (aiiiax u ToMy nomobHoe).

VYTpo3bl BHEAPEHHUS BPEIOHOCHBIX nporpaMM

YTpo3bl BBIABIIEHHUS IapoJIei.

Vrposst Tuma «OTKa3 B 00CIyKUBAaHUI.

Yrpossl yIaneHHOTo 3aIlycKa IPUI0KEHHH.

Vrpo3bl BHEAPEHHS IO CETH BPEAOHOCHBIX 1IPOrpaMM.

Yrpossl «AHamm3a ceTeBoro Tpaduka» C IepexBaToM IepefaBaeMoil U3
HHQOPMALMOHHBIX  CHUCTEM  IIEpCOHANBHBIX  JaHHBIX UK  [pHHAMaeMoil B
HH()OPMAIMOHHbIE CUCTEMBI IEPCOHATBHBIX I[aHHL_iX. U3 BHEIIHUX ceTeil nHhOpMaIu.

Vrpo3sl CKaHMpPOBaHWSA, HAIpPaBIeHHBIE HA BHIABICHHE THIA WA THIOB
HCIIONB3YEMBIX — OINEPAllMOHHBIX CHCTEM,; CETeBBIX aJIpecoB pabouMX CTaHIIVH
HUHQPOPMAIIMOHHBIX CHUCTEM II€PCOHANBHBIX JaHHBIX, TONOJOTHHM CETH, OTKPBITHIX
HOPTOB | CITy)KO, OTKPBITHIX COSAMHEHUH U APYroe.

VYrpo3bl BHEOPEHHS JIOKHOTO O0BeKTa, Kak B HH(MOPMAI[OHHBIE CHCTEMBI
IIEPCOHANBHBIX JAHHBIX, TaK M BO BHEIIHUX CETAX.

VTIpo3bl HOAMEHBI JOBEPEHHOTO O0BEKTA.

YTrpo3sl HaBA3bIBAHMA JIOXKHOLO MapIipyTa. nyTeM HECaHKLIHOHHPOBAHHOTO
U3MEHEHH MapIIPyTHO-aIPECHBIX JAHHBIX, KaK BHYTPH CETH, TaK U BO BHEIIHUX CETSX.

YTpo3bl cpeabl BUPTYalu3alluy. |

Vrpo3sl yTeukd BHIOBOM HHGOPMAIMM. .~ = -
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Vrpo3sl peaju3alMy  IENeHANpaBIeHHBIX IefCTBHI C  HCIOJIb30BaHHEM
anmapaTHelXx ¥ (WIM) TIPOTPaMMHBIX CPENCTB, C LENBIO HapylleHHs 06e30macHOCTH
3QMIUIAeMBIX CPeICTBAaMHU KPUITOrpadMIecKoi 3amuTel HHpopManun (naree — CK3H)
TIEPCOHAIBHBIX JAHHBIX WM CO3/JaHHs - YCIOBUH i1 3Toro (najee - araka) IIpH
HAXO0KIEHHUH B TIpezeiaXx KOHTPOJIUPYEMOM 30HEL.

VYrpo3sl NpoBeIeHUS aTaKd Ha JTalle 3KcnnyaTaan CK3M nHa cnenyroumue
0OBEKTHI: SR
nokymenTanuo Ha CK3M ¥ KOMITIOHEHTEI cpez{LI (GYHKIMOHMpOBaHUA (majee -
Co) CK3U;

MOMEIIEHHUS, B KOTOPBIX HAXOIUTCS COBOKyHHOCTL IIPOTPaMMHBIX U TEXHUYECKUX
3]EMEHTOB  CHCTeM  OOpaboTKM  JaHHBIX, ~ CHOCOOHBIX  ()YHKI[MOHHUPOBAThH
CaMOCTOSATENLHO WM B cocTaBe Apyrux cucrtem (mamee - CBT), Ha KoTOpBIX
peamuszoBansl CK3U u CO.

VYrpo3sl moiy4eHHs B paMKax IIpeIIOCTaBJ'IeHHBIX IIOJIHOMOYMI, a TaKkXke B
pe3ynbTaTe HAOIOAeH I clieayolel HHpopMaLuy:-

CBElleHUH O (QU3MYECKHX Mepax 3aIlUThl OOBEKTOB, B KOTOPBIX pPa3MeIleHb
pecypcsl HHGOPMAIIMOHHOM CHUCTEMBI,

CBEJlEHWI O Mepax II0 OOECIIEYECHHUIO KOHTpOJmpyeMOH 30HBI OOBEKTOB, B
KOTOPKIX Pa3MENIEHB! PECYPCH HHPOPMALIUOHHOMN CHCTEMBI;

CBElEHHMI O Mepax IO pa3TpaHUYEHHUIO JOCTYNla B NOMEIIEHHS, B KOTOPHIX
naxonsarcs CBT, Ha kotoprix peanuszoBaHbl CK3U u CO.

Vrpo3sl KCIOJNB30BAaHUS HITATHBIX CPEACTB MH(OPMALIMOHHBIX  CUCTEM
IIePCOHANBHBIX  JAHHBIX,  OTPaHMYEHHOTO  MepaMHM,  pealdu30BaHHBIMA B
UHGOPMALIMOHHOM cucTeMe, B KoTopoi ucmonbsyioTcs CK3M, u HampaBieHHBIMH Ha
NpeIOTBpAIlEHUE U IPECEUCHUE HecaHKuHoHHpoBaHﬁHx JeNUCTBUM.

Vrpossl pusndeckoro nocryna Kk CBT, na koropeix peanuzosansl CK3U1 u CO.

VYrpo3bl BO3MOXHOCTEH BO3NEHCTBYA Ha anmnaparHele KoMnoHeHTs! CK3U u CO,
OTpaHHYEHHBIX MEPaMH, peal30BaHHBIMK B HH(OPMaIHMOHHON CHCTeMe, B KOTODOIi
ucmone3yercss CK3VY, u HampaBleHHBIMH Ha IPEAOTBPAIllEHHE H IPECcCeYCHUe
HECAHKITHOHUPOBAHHBIX NEACTBUM.

Vrpo3sl co3naHusi croco6oB, MOATOTOBKH M NPOBEIEHMA aTaK C IPHBICYECHUEM
CTIELMATICTOB B O0ACTH aHajM3a CHTHAIOB, CONPOBOXKIAIONMIMX (YHKIIMOHHPOBAHHUE
CKB U u CO®, wu B o0jacTM ~ UCHONB30BaHUA [JJIS  pealu3alud  aTak
HEeJJOKYMEHTUPOBaHHbIX  (He ,HGKJIapI/IPOBaHHBIX) BO3MOXXHOCTEH  IMPHKIIAAHOTO
IPOrpaMMHOT0 0OecIIedeHN . :

VYrpo3pl IpoBeneHUs JIa60paTOpHLIX HCCIe{0BaHHHA CK3MH, ucnonb3yeMbix BHE
KOHTPOJNUPYeMO#  30HBI,  OIPAaHUYEHHOIO  MEpPaMHM,  pPEAIM30BaHHBIMU B
nHGOPMALMOHHOM cucTeMe, B KoTopoi ucnonbsyercs CK3M, u HanpasieHHBIMH Ha
IpeJI0TBpaIIeHNe U pecedeHne HeCAaHKIIHOHMPOBAHHBIX JEHCTBHIA.

YTpo3kl IpoBeieHrs paboT II0 CO3MAHMIO CIIOCOOOB M CPEICTB aTak B HAYYHO-
FICCIIEN0BATENBCKUX IIEHTPAX, CIEIHATH3UPYIOMUXCs B 00J1acTH pa3paboTKy U aHaN3a
CK3U u CO, B TOM uucje ¢ HCHOIb30BAHUEM HMCXOMHBIX TEKCTOB Bxojsmiero B CP
NPUKIQIHOI0 [POTPaMMHOIO  OOECIEYeHHs, HEMOCPENCTBEHHO HCIONB3YIOIIETO
BBI30BEI IporpaMMHBIX ¢yHKumE CK3H. ~
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VYTpo3sl CO3AaHUs CIOCOO0B, MOATOTOBKH M MPOBEACHUS aTaK C MPHUBIIEUYCHUEM
CIEUaINCTOB B 00OJAcTH  HCNONB30OBAHUSA Ui peald3allid  aTak
HEeJJOKyMEHTHPOBAaHHBIX  (HE  JEKIapHPOBaHHBIX)  BO3MOXHOCTEH  CHCTEMHOTO
IpOrpaMMHOrO 00eCTIeYeHus. ,

Vrpo3sl BO3MOXHOCTEHM  pacliojlaraTb CBEISHHSMH, COAEPKAIMMUCA B
KOHCTPYKTOPCKOH JOKyMEHTALIMU Ha alllapaTHBIE ¥ IPOrpaMMHBIe KOMIIOHEHTE! C®.

YTpo3sI BO3MOXHOCTE# BO3/1eHcTBOBATH Ha JiloOble KommorenTsl CK3U u CP.

Bpemenno  3amemaromuii  JOJDKHOCTH
HavyaJIbHUKA OTHENIa TEXHUYECKOM 3alllUuTHI
unpopmarnuu ['yGepratopa HpkyTckoit
obnmactu u IlpaBurenbcrBa VpKyTckoi
obnactu

IT.A. Psa3zanos



