[TPABUTEJILCTBO
KEMEPOBCKOH OBJIACTH - KY35ACCA

HOCTAHOBJJEHUE

otT 11 okta0ps 2024 r. Ne 668

r. Kemeposo

O xubepnosurone Kemeponckoii ooimactu — Kysoacca

B 1uemax peammzanmm  ykazoB Ilpesmpenra Poccuiickoin ®eneparun
ot 07.05.2024 Ne 309 «O HanuoHaJbHBIX LENSX pa3BuTHsa Poccuiickoit Denepaiuu
Ha niepuoAa Ao 2030 roxa u Ha nepenektuBy 10 2036 rogay, ot 01.05.2022 No 250
«O MOMOHUTEIBHBIX MeEpax Mo oOecTeueHui0 MHGOPMAIMOHHON 0€30TmacHOCTH
Poccutickoit ®enepanumn», ot 02.07.2021 Ne 400 «O Crparernn HauuoHaJIbHOM
oe3onacHoctu Poccutickoit ®enepaumny, ot 07.05.2018 Ne 204 «O HanmoHaIBHBIX
IENAX W CTPATerHiyecKuX 3amadax pa3sutus Poccmiickoit deaepannm HA TIEPHOS
no 2024 roma», ot 05.12.2016 Ne 646 «OO06 yrtBepxkaAcHUU J{OKTPUHBI
uHdopmarmonnon 6e3onacHocTH Poccmiickoit denepanvn» W MOBBIMIEHUS YPOBHS
obecrieueHus uH)OPMAITMOHHON 6e30macHOCTH Ha TEPPUTOPHH
Kemeporckoiio Omactu — Kysbacca IlpasurensctBo Kemeposckoit obmactu —
KysbaccamocTaHOBIACT:

1. Coznarp kubepnonuron Kemeposckoi odmactu — Kys0acca Ha ocHOBE
MPOTPAMMHOTO  KOMIUIEKCAa OOydeHHWs  MeToJaM  OOHapyXeHHWs, aHaim3a
¥ YCTPaHEHWS MOCJICACTBHI KOMITBIOTEPHBIX aTak.

2. VYrteepauth npwiaraemoe [lonoxxenue o kubepnonurone KemepoBckoi
obmactu — Kysbacca.

3. YcraHoBuUTh, UTO  mpaBoMouuss  oOnagaTens  KUOEpHoJUroHa
Kemeposckoit obmactu — Kysbacca ocymectsiser MwuHuCTEpCTBO I1HGPOBOTO
pazsutus u cBsa3u Kysdacca.

4. Onpenemuth MunucTepcTBO IIMGPOBOTO pa3BuTHs U cBiI3u Kysbacca:

YIOJHOMOUYEHHBIM ~ OpPraHOM TOCYJapCTBEHHOW Biacth KemepoBckoid
obnmactu — Kysbacca, oOGecrneuuBarOIIMM CO3/IaHUE, SKCIUTYaTallMi0 W Pa3BUTHE
kuOepnonurona Kemeposckoii odmactu — Kysbacca;

oneparopoM kuOepnonuroHa Kemeposckoih obOnactu —  Kysbacca.



5. Hacrosmiee mnoCTaHOBIEHHE TOJUICKUT OMYOJMKOBAHWIO Ha CaiTe
«OnektpoHHbI# OroseTeHb [IpaBuTenscTBa Kemeporckoit obmactu — Ky3zbaccay.

6. KoHTponb 3a HMCMOJHEHHEM HACTOSIIErO TOCTAHOBIICHUS BO3JIOXKHUTh
Ha 3amectutens  ['yOepunaropa  Kemeposckoit  obmactu -  Kysbacca
(TI0 TIPOMBITIICHHOCTH, TPaHCTIOPTY U Iudposuzammu) Ctapocsera JI.B.

ITepBriit 3amectutens I'ydepHaTopa
Kemeposckoii o6nactu — Kysbacca —
npeacenarens [IpaButenscTBa

Kemeposckoii odmactu — Kysbacca A.A. TlaHoB




YTBEPXJIEHO
nocraHosinenneM lIpasurenscrTea

Kemeposckoii o6nactu — Kysbacca
ot 11 okTsa6ps 2024 1. No 668

IHOJIOKEHUE
o kudepnosurodHe Kemeposckoii o61actu — Ky3bacca

1. OO0ume mos0KeHUA

1.1. KubGepnomuron Kemeposckoii obmactu — Kysbacca sBisgeTcs
MPOTPAMMHBIM ~ KOMITJIEKCOM  OOyYeHHMS METOJaM OOHapyXeHHWs, aHan3a
¥ YCTPaHEHUS MOCJICICTBHIN KOMIBIOTEPHBIX aTak (fajiee — KNOEPIOIUTOH).

1.2. Kubepmonuron  mpeacTaBiaser  co0oii  yueOHO-TPEHHUPOBOUYHYIO
miatrdopMy W TIPEAHA3HAUCH Ui OOyUEHHS] METOJAM BBISABIICHAS KOMITBIOTEPHBIX
aTak, pa3BUTHS TPAKTHUCCKHX HABHIKOB  PACCICIOBAHUS  KOMIBIOTEPHBIX
WHITUJCHTOB W TPYIIIOBOTO B3aWMOJCHCTBHS, peaNM3allid 3alllATHBIX MeEP
M0 YCTPAHCHHWIO HAWICHHBIX HEAOCTAaTKOB WH(OPMAIMOHHOW O€30MacHOCTH
B WH(GOPMANMOHHBIX CETAX OOIIETO W CHEIUAIbHOTO HA3HAUCHHS, a TaKXKe
JUISl TIOATOTOBKHM JIETEH 10 TporpaMmaM pa3BUTHA [H(PPOBOH TPaMOTHOCTH
C UCITOJIb30BAHUEM COBPEMCHHOM H(POBOI CPEIbl.

2. Ilenu u 3anaun KUOEPIOIUTOHA

2.1. lensmu KuOEPNOJUTrOHA ABJISIOTC:

2.1.1. CuctemHOe pa3BuUTHE KaapoBOTo moTeHuana Kemeposckoi odmactu —
Kysbacca B oOmactn wH(pOpMarmoHHOW Oe30macHOCTH ©  (popMuUpOBaHHE
MPAKTHYCCKAX HABBIKOB 3aIllUTHl OT peaJM3allid  Yrpo3 WH(POPMAIMOHHOM
0€30MaCHOCTM M KOMIIBIOTEPHBIX  aTaKk Yy  Yy4alllUXcd,  CHCHHATUCTOB
1 pyKOBOAUTENEH B 001acTH HH(POPMAITMOHHON 0€30IMacHOCTH M HH(POPMAITMOHHBIX
TEXHOJIOTHM.

2.1.2. lloBbilieHue YPOBHS 3alIUIIEHHOCTH MPOrPaMMHOTO
W amnmapaTHoro obecreueHrus WHGOPMAIMOHHONH HWH(PPACTPYKTYPHl OpraHU3AIHMA
Kemeporckoit obmactm — Kyszbacca, B TOM uHucCIe OOBEKTOB KPHUTHUECKHX

uHOPMAITMOHHBIX ~ WH(PACTPYKTYp, BKIOUAas TNPOrpaMMHOE  OOECreUeHHE
B cocrtaBe EawHOr0o peectpa POCCHHUCKUX TPOTpaMM Ui SJICKTPOHHO-
BBIYHMCITATEILHBIX MAIITHH.

2.1.3. CoBepIlICHCTBOBAHUE METOJMYECKOTO U HOPMATHUBHOTO OOECIECUEHUS
mporeccoB  mH(pOpPMaAIMOHHONH  Oe3omacHocTH  opranusamuii  KemepoBckoit
obmactu — Kysbacca.

2.1.4. TloBeimenune ypoHs mudpoBOi O€30TMACHOCTH ACTEH, YIYUIICHHE WX
1upPoBO TPAMOTHOCTH M 3alWATa JIWYHOW WHOpMaru B WHGOPMAITMOHHO-



KOMMYHUKAIIMOHHOU ceTn «HTEpHETY.

2.2, Kubepnojauron o0ecrneunBaeT BHIMOJIHEHUE CICIYIONIMX 3314

2.2.1. lloBblllleHUE YPOBHS MPAKTUYECKOW MOATOTOBKM B  BBISABJICHUU
KOMITBIOTEPHBIX ~ aTaK,  pacCliCIOBAaHWHA  HWHIUACHTOB  HWH(POPMAIMOHHOM
0€30MaCHOCTH,  BHEJIPEHWM  MPEBEHTUBHBIX MEP N0  MOPEAYNPEXKIACHUIO
KOMIMBIOTEPHBIX aTaK Yy YYalIUXCs, CHCHHUAIIMCTOB M PYKOBOAWTENECH B 00nacTu
uHOpPMAITMOHHON 0€30MaCHOCTH W HH(POPMAITMOHHBIX TEXHOJIOTHH.

2.2.2. IlpoBenenne  KUOEpYUYEHHUI, COPEBHOBAHHUW W  IPAKTHUECKHUX
TPEHUPOBOK 1O WH(MOPMANMOHHON O€30MaCHOCTH IS YYaIluXCs, CIENAATUCTOB
u PYKOBOJUTENEH B obnactu uH)OPMAITMOHHON 0€30MacHOCTH
1 WH(HOPMAITMOHHBIX TEXHOJIOTH.

2.2.3. TectupoBaHue TPOrpaMMHOr0  obOecrieueHus W 00OpyJaOBaHUA
Ha COOTBETCTBHE TPeOOBaHUAM WH(POPMAITMOHHONH OE30TTaCHOCTH.

2.2.4. llpoBeneHrue  MEpPONPUATHHA,  HAMNPABJIEHHBIX HA  TOBBIIICHUE
rPaMOTHOCTH  JAeTe 1o  BompocaM  WHGPOPMAIMOHHON  O€30MacHOCTH,
(opMupoBaHNE HABBIKOB 3aKOHOIMOCIYITHOTO ¥ OTBETCTBEHHOTO TOBEICHUS
B IPOBOI cpejie.

2.2.5. CoBEpIIICHCTBOBAHUE  MEXAHU3MOB  BBIABJICHUS W  [PECCUCHUS
pacnpoCTpaHeHUs ASCTPYKTUBHON WH(OPMAITHH.

2.2.6. 3alMIIICHHOCTh ~ MEPCOHAJIBHBIX  JAHHBIX JACTEH, Pa3MENIEHHbBIX
B WHGOPMANMOHHO-KOMMYHUKAIMMOHHON cetn  «UHTEpHET», 0T mMyOMUYHOTO
J0cTyna U (M) MX HECAaHKITHOHUPOBAHHOT'O MCTIOIh30BAHNA.

2.2.7. ®opMupoBaHue y JeTen HABBIKOB CaMOCTOSITEIBHOTO
¥ OTBETCTBEHHOTO MOTPEOICHUS HH(POPMAITMOHHOM POy KITHH.

3. OcHoBHbIE QYHKIHH KHOSPIIONUTOHA

3.1. Cozmaname »HK3eMIUIApoB HHGOPMAIMOHHBIX CHCTEM Ha  0ase
UMEIOIIUXCS TIA0JIOHOB.

3.2. VYnpaBiaeHue TMOJb30BATEISIMHU, KOTOPbIE TMPOXOAAT  OOYyuYCHHE
(cozmanme mpoGuIIs, pacrpeAeIICHHE 110 TPYIINaM, PEITAKTUPOBAHUE U YIAJICHHE).

3.3. VYmpamneHue BUPTYaIbHBIMH HAPYIIMTEISAMH (aKTHBAIUSA JCHCTBUH,
OCTAHOBKA, MEPE3aIyCK aTaKku).

34. Co3naHue TPEHUPOBOK, B KOTOPBIX OOBECAUHSIOTCS HK3EMILIAPHI
WH()OPMAITMOHHBIX CETEH, MOIB30BATEIN Y BUPTYAJIbHBIC HAPYIIUTEITH.

3.5. Co6op uadopManmm 0 X0e 3aMyMICHHBX TPCHHPOBOK.

3.6. OOmen uH(popMaIel MEXKIY YIaCTHUKAMUA TPECHUPOBKH.

3.7.  OueHka pe3yJbTaTOB TPEHUPOBKH.

4. YyacTHUKHA WHPOPMAITMOHHOTO B3aUMOICHCTBAS
YyacTHuKaMu WHPOPMAITMOHHOTO B3aUMOEHCTBUS ABIISFOTCS:

4.1. OOnanarenb KUOEPNOIUTOHA — OPraH TOCYJApPCTBEHHOW BJACTH
Kemeposckoii obmactu — Kys0acca, mpaBoMOUHbIN pa3peliiaTh WIA OTPAHUYUBATH



JOCTYT K KHOEPITOJIMTOHY B TIPEIeIIaX MOJTHOMOYNH, YCTAHOBIICHHBIX (heepabHBIM
3aKOHOJATEIHCTBOM, 3aKOHAMH W  HOPMATHBHBIMH  TIPABOBBIMH  AKTaMH
Kemeposckoii obnactu — Kysbacca.

42. Oneparop KuOEPNOIUIrOHA — OpraH TOCYJAPCTBEHHOW BIacTH
Kemeposckoit  obmactm  —  Kysbacca, OCYIIECTBISAIONIMA  JAESATEIbHOCTD
O SKCIUTyaTaIuy KHOEPIOJMTOHA U 00CCTICUMBAIOIITNH PA3BUTHE KHOEPITOJIUTOHA.

4.3, TexHUYECKUN aAMUHUCTPATOp KHUOEPMOJUTOHA — YUYPEXKACHUE,

MOJBEOMCTBCHHOE  OTEPaTopy  KUOEPIONMTOoHa, BHIMONHAIONICE  (QyHKIHH
MO0 COTPOBOXKACHHUIO, KOHTPOJIIO PabOThl 000PYIOBAHUA M TEXHUYECCKHUX CPEICTB
KUOEPIOIUToHA.

4.4. Tlonbs3oBaTean KHOSPIOIUTOHA:

44.1. Opradsl rocyaapcTBeHHOW BrnacTh KemepoBckod oOmactu —
Kysbacca, wHBle oOpraHbl TOCyAapcTBeHHOW Biactm KemepoBckod obmacth —
Kysbacca, moaBeJoOMCTBEHHBIC UM YUPEKACHUS.

4.4.2. Opranbl MECTHOTO CaMOYIPABJICHUS MYHULIUNAIbHBIX 00pa30BaHUit
Kemeporckoit obmactu — Kys0acca U moJaBEIOMCTBEHHBIX UM TOCYJAPCTBEHHBIX
¥ MYHHUITUTATBHBIX YUPEIKICHHMN.

4.4.3. OOpa3oBaTeibHbIC OpraHu3aIuu BBICIIIETO o0pa3oBaHu,
pacnojiokeHHbIe Ha TeppuTopun Kemeposckoii oonactu - Kysbacca.

4.4.4. Ob6meobpa3zoBatenbHble yupexjacHus KemepoBckod obOmactu —
Kysbacca.

445 VapexnaeHus  cpeaHero  npodeccHoHanbHOro  00pa3oBaHHS
Kemeposckoii obnactu — Kysbacca.

4.4.6. Hnbie opraHuzaluu N0 NPEAJIOKEHUIO OPraHOB TOCYAAPCTBEHHOM
Biactu Kemeposckoit obnactu — Kysbacca.

5. Tlopsanok npenocTaBleHUs JOCTYNA K KHOSPIOIUTOHY

5.1. Peructpammsi y4acTHHKOB HWH(OPMAITMOHHOTO  B3aWMOJCHCTBUS
B KHOEPIOJIUTOHE OCYIIECTBIIACTCS OMEPATOPOM KHOEPIOIUTOHA.

52. Jlns  moayueHus ~— mOCTynma K KAOCPHOJWTOHY — YYaCTHHKY
WH()OPMAITMOHHOTO B3aUMOACHCTBUSA HEOOXOUMO:

5.2.1. 3akmouuth ¢ oOnagareneM  KUOEPNOJUTOHA  COTJIALICHHUE
00 nH(pOPMAITHOHHOM B3aUMOICHCTBHH.

5.2.2. BeINOJIHUTH TpeOOoBaHUS perinaMeHTa MOJKJTFOUCHUS
K KHOEPNOJIUTOHY .

5.3. Pemenune 00 oTKa3e B TMPEAOCTABICHMM AOCTyNa B KUOEPHOJMIOH
MPUHUMAETCS o0JIagaTeNieM KHOSPIIOIMToHa TIO CIICYIOIIAM OCHOBAHUSAM

5.3.1. Cornamenne 00 WH(POPMAITMOHHOM B3aWMOJCHCTBHH C OOJIamaTeieM
KUOEPIOIUTOHA HE 3aKITFOUYEHO.

5.3.2. YuacTHrKOM WH(OPMAIIMOHHOTO B3aUMOJICHCTBUS HE BBHITIOJTHEHBI
TpeOOBAHUS PETIIAMEHTA TMOAKITIOUEHUS K KHOSPTOIUTOHY .

5.4. TlpoBeneHwe  MPAKTHUCCKUX  TPEHUPOBOK  JUII  yYaCTHUKOB
WH()OPMAITMOHHOTO B3aUMOJACUCTBUSA Ha Yy4eOHO-TPEHUPOBOUHOM MiaTdopme



KUOEPIOIUTOHA OCYIIECTBIISIETCS Ha 0€3BO3ME3/THON OCHOBE.

5.5. Ilpu ucnonb3oBaHUM KMOEPIOJUTOHA 3aMPEIIEHO:

5.5.1. TlepenaBath TPETHUM JIUIIAM JOCTYT K KHOCPIOJIUTOHY.

5.5.2. Wcnonp3oBark y4eOHO-TPSHHPOBOUYHYIO ILIATGOPMY KHOSPIOJIMIOHA
B KOMMEPYECKHX TEISIX.

6. OyHKIMH, MOJIHOMOYHS U 00A3aHHOCTH YUaCTHUKOB
MH(POPMAIIMOHHOTO B3aUMOACHCTBHS

6.1. OObnaaarens KUOSPIOIUTOHA!

6.1.1. ObGecneunBaeT co3anne KMOEPIOJIUTOHA.

6.1.2. O0ecneunBaeT WK OTPAHUYUBACT AOCTYI K KHOEPIOJIUTOHY .

6.1.3. Pa3pabaTbiBaeT perjiaMeHT NOJKIIOYEHU K KHOEPIOJUTOHY.

6.2. Omneparop KuOEPHOJUTrOHA;

6.2.1. ObGecneunBaeT pa3BUTHE U SKCILTyaTaIUI0 KMOSPIOJIUIOHA.

6.2.2. O0ecneunBaeT COMPOBOXKIACHUE TEXHUYECKOTO W MPOTrPaMMHOIO
o0ecrnieueHus1 KNOEPMOJUTOHA.

6.2.3. PaccmatpuBaeT TpEMIOKECHHWS ~ YYACTHWKOB  HWH(POPMAIMOHHOTO
B3aMMOJICUCTBUS 00 W3MEHEHHWSIX B IEAX ONTHMHU3AAA W PA3BUTHA
KUOEPIOIUToHA.

6.2.4. OcymiecTBaseT TEXHUYECKYIO MOJJEPKKY YYaCTHUKOB
WH()OPMAITMOHHOTO B3aUMOJICHCTBUSA 1o BOTIPOCaM MO TKITFOUCHUS
K KHOEPNOJIUTOHY .

6.2.5. llpenocraBnsier no  pe3yjbTaTaM  MPOBEACHUS  KUOEpyueHHI
yBeJOMJICHHE 00 yd4acTUM B IIPAKTHUYECKOH OTpadOTKe ACHCTBUH oOOecrmeueHus
uHopMaIMOHHOW  O€30MaCHOCTH 10  PEarupoBaHUI0 HA  KOMIBIOTEPHBIC
WHITAJCHTHI, aTAaKA W BTOPIKCHHS.

6.3. TexHudeckuii  aAMUHUCTPATOp  KUOEpPMOJMroHa  OOECIEYUBACT
COMPOBOKJICHUE, KOHTPOJIb 3a padoTOll 00OpYyAOBAHUA M TEXHUUYECKUX CPEACTB
KUOEPIOIUToHA.

6.4. Tlonp3oBaTtenu KMOEPHOJIUTOHA!

6.4.1. 3axmouaror ¢ oOmagareneM — KUOEpIOJWroHa  COTJIAINICHHE
00 nH(pOPMAITHOHHOM B3aUMOICHCTBHH.

6.4.2. O0ecneunBalOT BBHIMIOJIHEHUE TPEOOBAHUN pErjiaMeHTa MOAKIIOUYEHUS
K KUOEPNOJIUTOHY, YTBEPKICHHOTO 00J1a1aTeeM KUOEPIOIUTOHA.

6.4.3. BHocAr MPETTIOKEHHE oneparopy KUOEPIOIUTroHa
0 ONITUMHU3AINHN U PA3BUTHIO KHOEPITOJIMT OHA.

6.4.4. OcyllleCTBASAIOT 32  CYET  COOCTBEHHBIX  CpPEACTB  OOYUYEHHE
110 padoTe Ha yueOHO-TPEHUPOBOYHOM mIaThopMe KHOSPITOIUTOHA.



