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KOMMTET 3AIIMCH AKTOB I'PAXKJJAHCKOI'O COCTOAHUA A
OPTAHM3AIIMOHHOI'O OBECIIEYEHUS TEATEJIBHOCTH
MHWPOBBLIX CYJEN HOBI'OPOACKOMH OBJACTH

IIOCTAHOBJIEHHUE
ot 10.10.2024 Ne 8

OO0 onpenenenuu yrpo3 6€30MaCHOCTH NEPCOHAJIBLHBIX JAHHBIX, AKTYAJbHBIX
npu 00padoTKe NEPCOHAIBHBIX JAHHBIX B MHGOPMAIMOHHBIX CHCTEMAX
IIEPCOHAJILHBIX JAHHBIX, IKCIUIyATHPYEeMbIX B cepax e TeJbHOCTH
KOMHTETA 3aMMCH AKTOB IPAKIAHCKOI0 COCTOSTHUSI U OPTraHU3allIOHHOI0
o0ecrneyeHus JesiTeJIbHOCTH MUPOBBIX cyaeii HoBropoackoii o6aacrn

B cooTBercTBHU € 4acThio 5 cTathu 19 denepanbHOro 3akoHa OT 27 OIS
2006 roga Ne 152-®3 «O nepcoHallbHBIX JaHHBIX» U IYHKTOM 3.35 Ilonoxenus o
KOMHUTETE 3alllCH aKTOB TPaXHAHCKOTO COCTOSHUS H OPraHU3alMOHHOIO
ofecriedyeHust  JIesATENBHOCTH MHpPOBBIX cyaeit Hosropoackoit  obnacry,
yTBepxaEHHOe TrocraHoBienueM IlpaBurensctBa Hosropoxackoit obmactu oT
20.02.2014 Ne 116, xomuTeT 3amdCH akKkTOB TPAXKAAHCKOIO COCTOSHMS U
OpraHU3alMOHHOTO 00ecmeueHus AesaTeIbHOCTH MHUpOBEIX cyaeil Hosropouckoii

obomactu HOCTAHOBJISIET:

1.  Ompenmenuts yrpo3bl 0€30MacHOCTH  IEPCOHANBHBIX  JAHHBIX,
aKTyaJIbHBIX IpH 00pabOTKe NEepCOHANbHBIX MJAaHHBIX B HH()OPMAIMOHHBIX
CHCTEMax IIePCOHAJBHBIX JaHHBIX, JKCIUIyaTHPYEeMBIX B cepax AesTeIbHOCTH
KOMHTETA 3aIlMCH aKTOB TPAXITAHCKOTO COCTOSHUS H  OPraHU3alMOHHOIO
obecrieyeHns  JeATENBHOCTH  MHUpPOBBIX  cyaedi  Hosroponckoit — obnactw,

COTJIACHO NMPHJIOKEHHIO K HACTOSIIEMY ITOCTAHOBIECHHIO.
2. OnyOmvukoBaTh mocTaHoBiIeHMe Ha «OQHIUATPHOM HHTEPHET-

HopTaJte MPpaBoBOH HHGOPMAHI) (WWW.pravo.gov.ru).
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[Ipunoxenue
K TTIOCTaHOBJIEHHIO KOMUTETA
3aIHCH aKTOB TPaXKIaHCKOTO
COCTOSIHUS U OPTraHHU3aI[MOHHOTO
obecrnieyeHusa NesTeILHOCTH MHPOBBIX
cyner Hosropoackoii odnactu

ot 10.10.2024 Ne 8

¥Yrpo3sl 6€30aCHOCTH NEPCOHAIBHBIX JaHHBIX, AKTyaJlbHbIe P 00padoTke
NepPCOHAJILHBIX JAHHBIX B NH(POPMAIHOHHBIX CHCTeMaX NepCOHANbHBIX
AAHHBIX, JKCIUIyaTHPYEMbIX B cepax NeATeJbHOCTH KOMUTETA 3aIIHCH AKTOB
rPa:KIaHCKOT0 COCTOSIHMSA H OPTaHM3alMOHHOI0 o0ecnedeH U A1eATeIbHOCTH
MupoBbIX cyaeil HoBropoackoii odiactu

1. K yrpo3am 06e30macHOCTH IE€PCOHAIBHBIX [NaHHBIX, aKTYalIbHBIX IIPH
00paboTKe NepCOHANBHBIX JAaHHEIX B HH(QOPMAIIMOHHBIX CUCTEMAaX IIepPCOHAIbHBIX
JNAHHBIX, SKCIUTyaTHPYEMBIX B cepax HESITeNbHOCTH KOMHUTETA 3allCH aKTOB
IPaXXJAaHCKOTO COCTOSIHUS U OpPraHM3allMOHHOrO oOOecredeHus AesTelbHOCTH
MUPOBEIX cyaed HoBropoackoit 06macTi, OTHOCATCS:

yrpo3bl  Ge30MacCHOCTH TEPCOHANBHBIX JAHHBIX, 3alUIIaeMbIX  0e3
HCIIONB30BaHUsA CPEJICTB KpuITorpadudeckoi 3amuTel uHboOpManuu (nanee
CK3Dn);

Yyrpo3Bl pealu3allii LeNeHAIpaBICHHBIX [EHCTBUH C HCIIOJIB30BAHUEM
anmnapaTHeIX W (WIKM) MPOTPaMMHBIX CPEICTB € IIeTbI0 HapymeHHs 0e30MmacHOCTH
samumaeMelx ¢ ucronszoBanueM CK3M mepcoHanbHBIX JAHHBIX WIM CO3JaHHUS
YCIIOBUH IJI 3TOTO.

2. Vrpo3sl 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX, 3allUIAaeMBIX Oe3
ucnons3oBanusa CK3H, Bximodalor:

1) yrpo3sl, cBA3aHHBIE C 0COOCHHOCTSIMHU (PYHKLIMOHUPOBAHUA TEXHHYECKHX,
[POrPAMMHO-TEXHHYECKHX W  IIPOTPAMMHBIX  CpEICTB, OOECIEYUBAIOIIHUX
xpaHenue, 00paboTky u nepeaady HHGOPMaIUH;

2)  yrpossl  HECAaHKIIMOHHPOBAaHHOTO  JOCTyIa  (BO3JEHCTBHA) K
IEPCOHANFHBIM ~ JaHHBIM JHUI, OOJajamolmuX IIOJHOMOYMAMH JOCTyIa K
rOCy/IapCTBCHHBIM HH(OPMAIMOHHBIM CHCTEMaM, aBTOMATH3MPOBAHHBIM U
UH(QOPMAIIMOHHEIM cHcTeMaM (Hajee - HMH(OPMAIMOHHBIE CHCTEMEBI), B XOJ€
CO3[aHMs, BBOJA B KCIUIyaTaI[HIO, SKCILTyaTalluy, TEXHUUECKOTO OOCIyKHBaHHA
¥ (WIM) peMOHTa, MOJCPHU3AINH, BBIBOJA M3 DKCIUTyaTallMd HH(QOPMAaIMOHHBIX
CHCTEM M JalbHEHIIEro XpaHEeHWs conepkameiics B uX 0a3ax JaHHBIX
HHpOpMaLHH;

3) yrpossl BO3IEHCTBHS BpPEJOHOCHOTO Koia M (MIH) BPEIOHOCHOM
[POTPaMMBbl, BHEIIHUX IT0 OTHOIIEHHIO K HHYOPMAIIHOHHBEIM CHCTEMAM,

4) yrpossl HCIHOIB30BAHHA METOJIOB BO3JCHCTBHMA HA JHII, 00Jaaromnx
IIOJIHOMOYHAMH B HHQOPMAIIMOHHBIX CHCTEMAX,



5) yrpo3sl  HECAHKIMOHHPOBAaHHOI'O  JOCTYma  (BO3HCHCTBHS) K
OTYYXXIAaEMbIM HOCHTEIIIM IIE€PCOHANBHBIX [aHHBIX, BKIIOYas IEPEHOCHBIE
IIEPCOHAIbHBIE KOMITBIOTEPEI 101b30BaTeIel HHPOPMAHOHHEIX CUCTEM;

6) yrpo3sl  HECAaHKUHOHHPOBAaHHOTO  JOCTyma  (BO3MEUCTBHS) K
IIEPCOHANBHBIM  JAaHHBIM  JIML, He OO0najaroImuX  IOJHOMOYHMSIMH B
MH(POPMaIHOHHBIX CUCTEMaX, C UCIIOJB30BAaHUEM YA3BUMOCTEN:

B OpTaHM3alMH 3alllUThl IEPCOHANBHBIX TaHHBIX;

B CHCTEMHOM M  [PUKIAJHOM  IPOrpaMMHOM  obecrieueHHu
HHGOPMAIMOHHBIX CHCTEM;

B obecrieyeHun 3alllUThl CETEBOIO B3aMMOJAEHMCTBHS M KaHAJOB Iepeladd
JAaHHBIX, B TOM UYHCIE€ C HCIOJIb30BAHUEM IIPOTOKOJIOB MEXCETEBOIO
B3aHMOJICHCTBH;

B o0eCreueHUr 3allUThl BBIYUCIHUTENBHBIX CeTell HH(OPMaIHOHHBIX
CHUCTEM;

BBI3BaHHBIX HecoOiofeHneM TpeOOBaHHN 10 JIKCIUTyaTallMd CPEICTB
3aIuTH HHpOpMaIy;

7) yrpo3bl, CBf3aHHBIE C BO3MOXHOCTBIO MHCIIOJB30BaHHMA HOBBIX
UE(GOPMAIIOHHBIX TEXHOJOTMHM (TEXHOJOrHMHM BHpTyaldu3aluud, OecrpoBOIHBIE
TEXHOJIOTUH, 00JIa4HbIe TEXHOJIOIMH, TEXHOJOTHH YNAIEHHOTO AOCTYIa M HUHBIE
HOBBIE TEXHOJIOTHH).

3. Yrpo3sl neseHanpaBiIeHHBIX AeHCTBUIl C UCIIONb30BaHHEM allapaTHBIX U
(M) TIPOTPaMMHBIX CPEJICTB C LIETBI0 HapylleHus 0€30IacHOCTH 3aIlUIIaeMBIX C
ucrnonb3opaareM CK3W nepcoHaNBHBIX JaHHBIX WIH CO3AaHUS YCIOBUHM A 3TOrO
BKJIIOYAIOT:

1) co3manue crioco6oB, MOATOTOBKY M IPOBEACHHE aTak 0e3 MpUBICUCHUA
CHEIHAIKMCTOB B o0stacty pa3paborku u ananuza CK3U;

2) cosmanue crmoco0oB, MOJATOTOBKY M IIPOBEJEHUE aTaK Ha Pa3IHYHBIX
stanax xusHennoro nukiaa CK3U;

3) npoBeneHNe aTak HapyIIUTEISIMU, HAXOJAIIMMHUCS BHE NPOCTPAHCTBA, B
npejenax KOTOPOro OCYIIECTBISIETCS KOHTPOJE 33 NpeOBIBAHHEM M JEHCTBHAMU
i ¢ (WITH) TPaHCIOPTHBIX, TEXHHYECKHUX ¥ HHBIX MaTEPHUAIBHBIX CPE/CTB;

4) mpoBemeHHe HA 3Tamax pa3paboTku (MOAECpHH3ALUH), IIPOH3BOACTBA,
xpaHenus, tpancroptupoBku CK3U u srame BBojga B skcmnyaTamuio CK3H
(myckoHaya1ouHble paboThl) CIEAYIOMHUX aTakK:

HAIpaB/ICHHBIX Ha BHECEHHE HECAaHKIHMOHHPOBaHHBIX n3MeHeHMil B CK3U u
(uIM) B KOMIIOHEHTHI allapaTHBIX M IMPOrpaMMHBIX CPEICTB, COBMECTHO C
KoTopeiME IUTaTHO QyHKIHOHHPYIOT CK3U 1 B COBOKYIHOCTH NpPECTaBIIAIONIHC
cpeny ¢yuxunonupoanus CK3U (nanee C®P), KoTOpEIE CIIOCOOHBI NOBIHUAThL Ha
BpionHeHne npenbspiaseMeix k  CK3M  TpeboBammii, B TOM YHCIE C
HCII0JB30BAHUEM BPEJOHOCHBIX IIPOrpamMM;



HanpaBJICHHBIX Ha BHECEHHE HECAHKIMOHUPOBAaHHBIX W3MEHEHUIl B
TEXHUYECKUE U OpraHN3alloOHHO-pacnopsauTensHble AokKyMeHTHl Ha CK3U wu
KOoMIIOHeHTHI CD;

5) mpoBeneHue arak Ha 3Tane 3kciuryatanu CK3U Ha:

NIepCOHANBHEIE JaHHEIE,

KIIIOYEBYI0, ay TEHTU(PHIMPYIONIYIO U NapoibHyIo nHpopmaruio CK3U;

nporpamMmusie kKoMnoneHTsl CK3H;

annapaTtHsle koMmnoHeHTsl CK3U;

nporpaMMHbele KoMmoHeHTH C®, BKiIOYas mporpaMMHoe obecredeHne
©a30BEIX CHCTEM BBOJIA (BBIBOJIA);

annaparHbeie KOMIOHEHTH! CO;

IaHHBIE, TIepelaBaeMble 110 KaHajIaM CBSI3HY;

6) MOJy4YeHHE U3 HAXOJAIIUXCA B CBOOOTHOM [OCTYIE HCTOYHHUKOB
(BriTIO9ast HHGOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIE CETH, TOCTYT K KOTOPBIM HE
OrpaHHYeH OMNpPEJCICHHBIM KpPYroM JHI, B TOM 4YHcle WH(pOpManHuoOHHO-
TEJICKOMMYHHKAIIMOHHYI0 ceTh «/HTepHeT») nHpopMaiuy 06 MHPOPMALIMOHHON
cucTeMe, B Kotopoi ucrnonssyercs CK3U:

obmue cBeneHust 06 MHPOPMALMOHHBIX CUCTEMaX, B KOTOPBIX HCIIOIB3YETCH
CK3H (nHa3naueHwue, COCTaB, OIEpPaTop, 0OBEKTH, B KOTOPBIX Pa3MEIEHBI PECYPChI
HHGOPMAITHOHHON CUCTEMBI);

cBemeHus 00  WHGOPMAIMOHHBEIX  TEXHOJOTrHAX, 0a3zax  JJaHHBIX,
aBTOMAaTH3MPOBaHHEIX cucTeMax (manee AC), mporpaMMHOM obecriedeHuu (manee
I10), ucmone3yeMblx B HWHbOpManuoHHOW cucteMe coBmectHo ¢ CK3H, 3a
UCKITIOUCHWEM  CBEICHHH, COIEp)KalIMXCs TOJIBKO B  KOHCTPYKTOPCKOMH
JOKyMEHTaIlMd Ha HH(OpPMALMOHHbIE TEeXHONOrMH, Oasel gaHHBX, AC, IIO,
HCIIOJIb3yeMbIe B HHpOpMaHOHHON cucteMe coBMecTHO ¢ CK3U;

co/iepXKaHne KOHCTpYKTOpcKoi foxymentanuu Ha CK3H;

colepKaHMe HaXOIAIeiica B CBOOOAHOM JOCTyIE JAOKYMEHTAllMM Ha
anmnaparubie 1 nporpaMmmubie KomnoHeHTsl CK3U u CP;

obIpe CBEIEHMS O 3aluiiaeMoil HHQOPMalH, UCIIONIL3YEMOH B IIpOIIECCe
skcruryaranuu CK3U;

CBEIleHMS O KaHalaX CBS3H, [0 KOTOPHIM Iepenarorcs 3ammmaeMsle CK3H
HEepPCOHATBHBIE JaHHEIC (Jlanee KaHallbl CBA3H);

IaHHBlE, TIepeJaBaeMble B OTKPBITOM BHJE IO KaHalaM CBsA3M, HE
3allMINEHHBIM OT  HECAaHKIMOHHMPOBAHHOTO  JOCTYHa K  HMHpopMauuu
OpraHU3allMOHHBIMHU U TEXHHIECKMMH MEPaMH,

ceefenns o Hapymenusax npasmwi dkcmuryaTamuu CK3M u CO B kananmax
CBSI3M, HE 3aIlUIIEHHBIX OT HECAHKIMOHMPOBAHHOTO AOCTyHa K HHQOpMalmu
OpraHU3allMOHHBIMH U TEXHUYECKMMHU MEPAMH;



CBEJEHHUA O HEHCIPABHOCTAX M cOosx anmapatHeix kommnoHeHTOB CK3U u
CO, nmpossidrommecs B KaHajlaX  CBS3M, HE  3allUIICHHBIX  OT
HECAaHKIIMOHUPOBAHHOTO JOCTylla K HH(OpPMamuu OpraHu3allMOHHBIMH U
TEXHUYECKUMH MEpamy,

CBEICHMs, IIOJyYaeMble B Pe3yJIbTaTe€ aHAAW3a CUTHAIOB OT amlmapaTHBIX
koMmrioHeHTOB CK3U u C®;

7) IpUMEHEHUE:

HaXoJALINXCS B CBOOOJHOM IOCTYTIE MM HCIONB3YEMBIX 3a IIpe/ielaMu
koHTpoimupyemori 30Hel AC wm IIO, Bkmo4yasd anmapaTHble M IIPOTPaMMHBIE
komioHeHTsl CK3U u CD;

cnenuansHo pazpaborannsix AC u I10; ,

8) MCIoNIb30BaHME Ha DTAIle SKCIDTyaTallud B KadeCcTBEe CPeIbl MepeHoca OT
cyObekTa K 00beKkTy (0T 00BeKTa K CyOBEKTY) aTaKu JEHCTBHMA, OCYIIECTBIAEMBIX
IIpY [TOATOTOBKE U (WJIH) IPOBEJCHUU aTaKH:

KaHaJOB CBS3M, HE 3AINHUOICHHBIX OT HECAHKIMOHUPOBAHHOIO AOCTYyNa K
HHQOPMAIK OPTaHU3aLNOHHBIMI U TEXHUYECKUMH MEPaMU;

KaHaJIOB pacrpoCTpaHEeHUS CUTHAJIOB, COIIPOBOJKIAFOIINX
¢yukuunonuposanue CK3U u CO;

9) mpoBeleHHWe Ha JTale OKCIUTyaTalluM aTak H3 HHQOpMAIMOHHO-
TEIEeKOMMYHUKAIIMOHHBIX ~ CETeH, [JOCTymH K KOTOpPHIM HE  OTpaHHWYcH
OTIPE/ICJICHHBIM KPYroM JIMI, ecClid WHGOPMAlMOHHBIE CHCTEMBI, B KOTOPBIX
ucnons3yroress CK3U, uMeroT BBIXO B 3TH CETH;

10) ucnonp3oBaHue Ha 3Tane SKCILTyaTallMd HAXOIAIUIMXCS 3a IIpeleaMu
kouTpomupyemoii 30H1 AC u IIO w3 cocraBa cpeacTtB HHGOPMAIUMOHHOMH
CUCTEMBI, IPUMEHAEMBIX Ha MecTax skcrryarauuu CK3U;

11) npoBeneHue aTak NpyU HaXOXKIACHUH B IpezesiaX KOHTPOIMPYEMOH 30HEI;

12) Bo3MOXHOE YHHYTOXeHMEe Ha oJTane okciyatanun CK3U u
HECaHKIIHOHUPOBAHHBIN JOCTYTI K CJIEAYIOIIUM OOBEKTaM:

noxkymenranusa Ha CK3U u kommonentsr CD;

IIOMEIIEHUs, B KOTOPBIX HAaXOOUTCS COBOKYIIHOCTb IIPOTPaMMHBIX H
TEXHHYECKUX  DIEMEHTOB  cHcTeM  00paboTkM  JaHHBIX,  CIOCOOHBIX
(G YHKIIMOHHPOBATH CAMOCTOATEILHO WIH B COCTaBe Apyrux cucreMm (manee CBT),
Ha KoTopbix peanuzoBansl CK3U u CP;

13) monydeHue B paMKaxX IIPEIOCTABICHHBIX IIOIHOMOYHMH, a TaKke B
pe3ylbTare HaOMIOICHUH ciieyroniel nHopMaLiH:

CBeJeHHSA O (H3MYECKUX Mepax 3allUTHl 0OBEKTOB, B KOTOPBIX Pa3MEIIEHEI
pecypchl HHQOPMAaIMOHHONW CUCTEMBI,

CBEJIEHUA O Mepax Mo obecleueHHI0 KOHTPOJIHPYEMOH 30HBI 0OBEKTOB, B
KOTOPBIX Pa3MENIeHbI pecypChl HHPOPMALMOHHON CHCTEMBI,



CBEIEHUS O Mepax II0 pasTpaHHyYEHHUIO JOCTYIA B MOMEUIEHH, B KOTOPBIX
maxomsatcst CBT, Ha KoTOphIX peann3oansl CK3U u Cd;

14) wucnonp3oBaHME IUTATHBIX  CPEACTB, OrPAaHMYCHHOE  MEpaMH,
peann30BaHHBIMK B MHOOPMALMOHHON cucTeMe, B KoTopoit ucnomnsdyercs CK3U,
Y HalpaBJIEHHBIMH Ha IPEJOTBPAILCHHE M IIPECEYCHUE HECAHKIMOHHMPOBAHHBIX
JICHCTBHIA;

15) monmydyenue HeCaHKIMOHMPOBaHHOTO ¢usmdeckoro nocryna k CBT, Ha
koTopheix peanu3oBanbl CK3U u C®;

16) Hamuume y Hapymutens anmapatHeix kommoHeHTOB CK3U u CO,
pean30BaHHBIX B MHQOPMALIMOHHOM cHcTeMe, B KoTopoii ucnonszyercs CK3M.



