[IPABUTEJIbCTBO CAPATOBCKOU OBJIACTH

INOCTAHOBJUEHMNWE
o1 19 despans 2016 rona Ne 60-11

r.CaparoB

OG ompenenenun yrpos Ge3omacHOCTH HepCOHAILHBIX
AAHHBIX, AKTYaJbHbIX NPH 00paboTKe MEePCOHAIbLHBLIX
JAAHHBIX B MHPOPMANHOHHBIX CHCTEMAX NEePCOHATbHBIX
AAaHHBIX B OpraHax HMCNOJHHTEIbHON BaacTH o6jacrw,
MOABEAOMCTBEHHBIX HM YYPEKACHUSX H NPEANPUATHAX

B cootsercTBUM ¢ wacThio 5 crateu 19 PemepanbHoro 3akona «O IIEPCOHATBHBIX
JAHHBIX)» C LEJIBI0 00eCIEYeH s €TMHOIO ITOAX0/a K ONPEIETeHH0 YIPo3 Ge30IacHOCTH
TIEpCOHANIBHBIX NaHHBIX, AKTYAIbHBIX NpH 00PabOTKE MEepPCOHANBHBIX HAHHBIX
B MHQOPMALMOHHBIX CHCTEMaX IEPCOHATBLHBIX NAHHBIX B OPIaHaX WCHONHUTETbHOMN
BIIaCTH OGJAcCTH, IOJBEJOMCTBEHHBIX MM YUPESKICHUSIX M IpeNnpHATHIX,
IpasurensctBo obnactu [IOCTAHOBJISIET:

1. OnpenenuTs yrposs! 6e30nacHOCTH MePCOHATBHBIX JAHHBIX, aKTyalbHbIC
pu 00paboTKe NePCOHANBHBIX JAHHMIX B MH(bOPMALMOHHBIX CHCTEMAX IIEPCOHATBHbIX
AQHHBIX B OpraHax HCHOJHHUTENBHON BIACTH 00NACTH, MOIBEIOMCTBEHHDIX
MM YUPEXAEHUAX U IPEIIPUATUAX, COTIACHO IPUIOKEHHIO.

2. PeKOMEHIOBAaTh OpraHaM MECTHOTO CaMOYIIPABIEHHS MYHULMTATBHBIX
00pazoBaHuil 0GIACTH, TOJBEJOMCTBEHHBIM UM YUPEXKNEHUAM U IPEANPUITHAM
PYKOBONCTBOBATLCA HACTOALIMM  I[IOCTAHOBIEHHEM IIPH  OLpPEJENeHHH Yrpo3
0€30IaCHOCTH TePCOHAIIBHBIX NAHHBIX, aKTYaTbHBIX Ipu 00paboTKe MePCOHANBHBIX
NAHHBIX B NCTIOB3YEMbIX HMH HH(QOPMALIMOHHBIX CHCTEMAX [IEPCOHATBHBIX JAHHbIX.

3. KoHTponb 3a BBHINONHEHWEM HACTOSIErO MOCTAHOBICHHS BO3JIOMKHTD
Ha BHUe-rybepHaTopa obnactu Daseesa J1.B.

4. MMHHCTEpCTBY HH(DOPMALAN ¥ TIeHYaTd OBIacTH OIyOJMKOBATh HACTOSAILEE
IIOCTAHOBJIEHHE B TCYCHHME NECATH AHEH CO QHS ero MOMITHCAHU. :

5. Hacrosimee nocranosnenne Berymaer B cuiy gyepe3 [ecsaTh AHed Irociie
JHS €ro 0QUIIaTBHOTO OIyOIHKOBAHMS.
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[TprnoXxeHue K TOCTaHOBIICHHIO
IlpaBuTenscTBa 001aCTH OT
19 pespans 2016 roma Ne 60-11

Yrpo3sl
0e30IMaCHOCTH NepCOHANbLHBIX JaHHBIX, aKTyaJIbHbIe IPH 00paboTKe
INEePCOHAJBHbIX JAHHBIX B HHPOPMALHMOHHBIX CHCTEMAaX
NePCOHAJBHBIX JaHHBIX B OPraHax HCHOJHUTENLHOH BJIacTH 00/1aCTH,
H0/IBeJOMCTBEHHBIX HM YUPpeKIeHUAX H NpeanpHATHIX

1. O6mme nooxeHust

1.1. Yrpo3ssr Oe30macHOCTH MMepCOHANTBHBIX TaHHBIX, aKTyalTbHBIC TP 00paboTKe
IIEPCOHANBHBIX JaHHBIX B MH(MOPMAIIMOHHBIX CHUCTEMAax IePCOHATBHBIX HaHHBIX
B OpraHax WCIOJHUTEIBHOW BIACTH 0OJAcTH, MOABEIOMCTBEHHBIX UM
YUPSXKIEHUSAX U MPEANPUATHAX, (Hasee — AKTyabHBIE Yrpo3bl O€30I1aCHOCTH)
pa3paboTaHBl B COOTBETCTBHH C YacThio 5 cTathu 19 DemepanpbHOro 3aKoHA
«O nepcoHaIbHBIX JaHHBIX).

1.2. AkTyanbHbIe YTPO3bl 0€30IIaCHOCTH COACPXKAT NEePeUueHb aKTyalbHbIX YTPO3
0e30MMacHOCTH TIEPCOHANBHBIX MTaHHBIX IIPH UX 00paboTke B HMHGOPMALMOHHBIX
cucteMax nepcoHaipHbIX ganHbix (mamee — MCITJIH) B opranax HCHOIHATEIBLHOH
BJIaCTH 00JIaCTH, BXONSIIUX B CTPYKTYPY OPIraHOB HCHOJHUTENBHOW BIAaCTH
CaparoBckoit 06macTy, yIBepXKICHHYTO rmoctanopiierreM 1 yoepraaropa CapaToBCKon
obnacti ot 9 ampens 2012 roga Ne 125, moaBeIOMCTBEHHBIX UM YUPEKIECHUAX
U IpeAnpuaTusx (Hanee — rocy1apCTBEHHBIE OPraHEbl).

1.3. Yrpo3s1 6€3011aCHOCTH [IEpCOHATIBHBIX JaHHBIX, 00padatsmBaeMblx B MCIT/IH,
IIpUBENIEHHbIE B AKXTyalbHBIX Yrpo3ax Oe30macHOCTH, MOANEXAaT alallTaluu
B xoJie pa3pabotku oneparopamu MCII/IH yacTHEIX Moaeneil yrpo3 6e30I1acHOCTH
uHpopmanuu. B mporiecce 3ToM paboThl MPOBOMWTCS aHAIU3 CTPYKTYpPHO-
(QyHKIUOHANBHBIX xapakTepucTtuk KoHKpeTHoH MCII/lH, nmpuMeHseMBIX B HeEH
MHGOPMALMOHHEIX TEXHONOTHH © ocoOeHHOCTel ee (yHKIMOHUPOBAHUA.
ITo pesynpraTam anamusa pgemaercs BbIBoj 00 oTHecenmu MCIT/IH x omsOMY
u3 BuzoB ICII/IH, mpuBeAeHHBIX B TyHKTE 1.6 HACTOSIIEro JOKyMEHTa.

1.4. B yacTHO# Mozen# yrpo3 6e30macHOCTH HHGOPMAaLIAY YKa3bIBAKOTC:

onucanne UCII/n u ee cTpyKTypHO-QYHKIIMOHANBHBIX XapaKTePUCTHK;

onucaHue yrpo3 Oe3omacHOCTH WHGOpPMAIUK, BKIIOYAIOIIEE ONUCAHUE
BO3MOXHOCTEH HapymmTenss (MOJeNb HapyUIUTeNs), BO3MOXXHBIX YS3BHMOCTEH
WHOOPMAMOHHOW  CHCTEMBI, CHOCOOOB — pealu3alidéd  yrpo3  Oe30MacHOCTH
HHQOPMAIUH U TIOCIIEICTBUAN OT HapyIISHHs CBOHCTB 0€300acHOCTH MH(GOPMAlIHH.

TumoBass ¢opma dYacTHOM Momenu yrpo3 O€30MacHOCTH HH(OPMaIUH
IUISL TOCYJIAPCTBEHHBIX OPraHoB pa3pabaThlBacTCss KOMHUTETOM I10 HMH(OpMaTH3aluy
obnmact ¢ yuerom TpeGoBanwii O 3amuTe WHOOpPMAIUHU, HE COCTABILIIOLIEH
rOCyNapCTBEHHYIO TaifHy, comeprKamieiicss B roCyIapCTBEHHBIX MH(POPMAIIMOHHBIX
cUCTeMaX, YTBEp)KJICHHBIX IpukazoM dDenepadbHON CIy>KOBI 10 TEXHUYECKOMY
U 3KCIIOpTHOMY KoHTpoutto oT 11 ¢eBpans 2013 roga Ne 17.

1.5. AKTyasipHBIE  yIpO3hl  0O€30MacHOCTH  IEpPCOHANBHBIX  JIaHHBIX,
obpabateBaeMerx B UCI1/IH, comepkanmecs B AKTyalbHBIX yrpo3ax 0e30I1aCHOCTH
WNCIIJH, yTOUHSIOTCS W JOTIOJIHSIFOTCS MO Mepe BBISIBICHUS HOBBIX MCTOYHUKOB
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YI'PO3, Pa3BUTUS CIIOCOOOB 1 CPEACTB PEATH3AIH YTPO3 OE30ITaCHOCTH ITePCOHATBHBIX
nagaelx B MCIIJIH. VYka3aHHBIE W3MEHEHHS COTITACOBBIBAIOTCS KOMHUTETOM
no wuHdopmatuzamuu obnactu ¢ DenepanmbHOU CIyKOOU 110 TEXHUHECKOMY
1 3kcroptHOMy KoHTposto (manee — OCTIOK Poccun) u DenepanpHoil cimyx00i
6e3onacHocTu Poccutickoit Oenepanuy B yCTaHOBICHHOM ITOPSIIKE.

1.6. B rocynapCTBEHHBIX OpraHax CO3IAIOTC M 3KCIIIYaTHPYIOTCS OHOTATIHBIC
U pa3HoIIaHOBEIE MHGPOPMAIMOHHBIE cucTeMHl (najee — KIC), B KOTOPBIX MOTYT
oOpabaTteiBaThCS TEpCcOHANBHBIE nanHble (mamee — IIdu). B 3aBucumoctu
ot npennasznauenus VICII/Ix mogpazaensroTes Ha: .

1.6.1. UCII[Iln ofecmeueHusl THUIIOBOM JEATENBbHOCTH, IIpeIHa3HAuYCHHBIE
JUJIS aBTOMAaTHU3alliU 00eCIEeYNBAIOIeH NeATeTbHOCTH TOCYIAapPCTBEHHBIX OPTaHOB
B paMKax UCIONHEHUS HMHY TUIOBBIX IOTHOMOYHMH, TPEyCMOTPEHHBIX HOPMATUBHBIMU
npasoBeiMU akTaMi. K UCII[IH obecnieueHnst TATTIOBON NIESITENBHOCTM OTHOCATCS:

UCTI1n ynpaBienue epcoHaioM (ydeT KaapoB);

NCTI/Is ynpasnenue puHancaMu (pacdeT 3apaO0THOH I1aThl);

1.6.2. UCI1[In obecrieuenus cnenmWaibHOM AEATEILHOCTH, MpEIHA3HAUCHHbIE
JUIL  aBTOMAaTH3allMd Wi  WHOOPMAITMOHHOW TOAMCPKKH IPEIOCTaBICHUS
TOCYIapCTBEHHBIX YCIIYT, UCIOMHEHUSI TOCYIapCTBEHHBIX DYHKITHH, TPEIyCMOTPEHHBIX
HOpPMAaTHBHBIMU IIPaBOBBIMU akTamu CapaToBCKON 00JacTH B KauyecTBE IOJHOMOUUH
KOHKpeTHOro rocynapcrBennoro oprana. K MCII/[In oOecnedyenus crenuanbHON
e TEIBHOCTH OTHOCSITCS:

«CucreMa 3JIeKTPOHHOTO TOKyMeHToobopoTa IlIpaBurenscTtBa CapaTOBCKOH
obnactu «lIpakTikay,

«CucreMa MEXBETOMCTBEHHOTO 3JIEKTPOHHOTO B3anMoelicTBus CapaToBCKOit
001acTHY;

«Hudpopmanmonnas cucrtema s (HOPMHUPOBAHUS, ydeTa U OTIPABKH
HauucneHu# B ['ocymapcTBeHHYIO MHPOPMAITMOHHYIO CHCTEMY O TOCYHAapCTBEHHBIX
1 MYHUIMIAIBHBIX IIJIaTeXax, a TAKKe MOoNydIeHns] HHPOopMaItuu 0 (akTax OriaThl
3aIBUTEIIIMH IUIATEXKEH IpY MOIYyYeHUH TOCYITAPCTBEHHBIX U MyHUIIUTIANBHBIX YCIIYT,
HOralIeHny mrpaoB u cOOPOB, TOCYNapCTBEHHBIX MONUTMH CapaToBCKOH 00acTu,

NCII/Ia 1o HampaBIeHUSIM AESITEIBHOCTH TOCYIapCTBEHHBIX OPraHOB,
[pe[Ha3HaYeHHbIE UL MPEAOCTaBIEHUS! IOCYNAapCTBEHHBIX YCIYT, UCIIOTHEHUS
rocynapctBeHHbIX Qynkumit (marmpumep: MCII[IH B cdepax 3apaBoOXpaHeHHs,
00pa30BaHus, COIUAIBLHOTO OOCITYKABAHM).

2. UCI1/IH obecnieyennsi THANOBOM eATEILHOCTH

2.1. UCI1[1a obecrieuenuns: TUIIOBOX NEATEIBHOCTH T'OCYIAPCTBEHHBIX OpPraHoB
XapaKTEepU3yIOTCs TeM, 4TO B KadecTBE OOBEKTOB HH(OpPMATH3AIIUH BBICTYHAIOT
JIOKaJIbHBIE aBTOMAaTH3UpOBaHHBIE paboume mecta (mamee — APM) mnu APM,
IOAKITFOYEHHBIE K JIOKAIBHBIM BBIYUACITENEHBIM CETSIM, 0ObSIMHEHHbBIE B 00hEKTOBEIE
NCT/1n, nMeronie WM HE MMEIOIIME MTOAKIIOYEHHe K CETIM OOLIEro MOIb30BaHU
¥ (W) ceTsiM MeXTyHapomHoro nHdopmarmontoro oomera. Beox I1n 8 UCIT/In
ocymecTBigercs ¢ 6ymaxxkubix HOocuTeneil. IT/lH cyOBEKTOB MOI'YT BBIBOIMTHCS
u3 VICII/Ix B 251eKTpOHHOM BUJIE PUTH Ha OYMaXKHEIX HOCHTEISX.

2.2. Oneparopamu VICIT/IH obecrieuennst THIIOBOM HeSTEILHOCTH SBIAIOTCS
rocynapcrsennelie opranbl. Komruectso cyowsexToB [1/[H He mpesbimaer 100 ThICsY.
IIJTx XpaHATCA HA YYTEHHBIX MAIIMHHBIX HOCUTENsAX uHbGopMmarmu (nanee — MHI),
B KAYECTBE KOTOPLIX UCIIONB3YIOTCSA CPEICTBA EKTPOHHO-BRIHUCITATEIIBHON TEXHUKH.
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2.3. CII[ln ympaBieHHe IEPCOHAIOM IMpeAHAa3HAYEHBl [ KaIpOBOIO
ydera CIyXaluux U pabOTHUKOB, YHpPaBIeHUS KaJIPOBBEIM PE3ePBOM, NPOBEIEHHUS
aTTeCTalli{, IIOBBIUIEHUS KBAIMQUKAUUU M JOpYyTuX QYHKIHE, CBA3aHHBIX
C yIpaBJIieHHEM II€pCOHaIOM IocynapcTBeHHsiXx opranoB. B MCII[{n ynpasnenue
niepcoHanoMm oOpabateiBatorcst [I[IH COTPYIHHMKOB OpraHa WCIONHUTEILHON
BIACTH, TPayKAaH, MOJABINIMX CBEIEHUS U1 ydacTHs B KOHKypCe Ha 3aMellleHHe
BaKaHTHBIX JODKHOCTEH MOCYHApCTBEHHOM IPa)XKJAHCKOH CIIY>KOBI M O BKIIFOUEHUH
B KaJpPOBLIA pe3epB, a TaKxXKe TIpax/[aH, NPETEHAYIIIMX Ha 3aMelieHne
JOIDKHOCTEN PYKOBOAMTENEH IIOABEJOMCTBEHHBIX MM YUPESKICHUH W IIpeINIpUSTHIA:
(GaMmIus, UM, OTYECTBO; JaTa M MECTO POXKIEHUS; aIpec MecTa XKUTEIhCTBA;
IIACIIOPTHEIE NaHHbIE; CBEAECHUS IS 3aIlOJIHEHUS JTMYHBIX KapTodek pabOTHHKOB
dopmer Ne T-2; cBemeHWsS M3 TPYIOBOW KHMIKKH, IOIOJHUTEILHBIA Ie€peYeHb
uH(GOpPMaMY, UMEIOIIeH XapakTep IHepCOHAIBHBIX JaHHBIX pAOOTHHUKOB.

2.4. UCI1JIu ynpasnenue puHaHCAMU TpeIHa3HAYeHbI 111 o0paboTku I1/1H,
HeOOXOMUMBIX JUIi OYyXTalTepcKoro u (GHHAHCOBOTO yueTa, IpeiCTaBIeHHs
HHOQOpPMalKK B MEHCHOHHBIE (OHJIBI, HAJIOTOBBIE OPTaHbl, OPraHbl 00s3aTENLHOTO
cormaneHoro crpaxosanus. B UCI /s ynpasnenne drnancamu o6pabaThIBatOTCS:
(GamMusl, UMs, OTYECTBO; aTa ¥ MECTO POXK/ICHUsL; TTACTIOPTHEIE JaHHBIE; aIpec MecTa
KUTEIbCTBA; HOMEp TeneoHa, UICHTHDUKAIIMOHHBIA HOMEp HaJOTOILIATEbIINKA
(manee — IHH), cTpaxoBoit HOMep MHAMBHIAYaIBHOTO JnleBoro cyera (CHUJIIC),
TaOeNIbHBIN HOMeEp, HAaUMEHOBaHMe JIOJDKHOCTH, HOMep IpHKas3a U JlaTa mprema Ha
paboty (YBOJLHEHHSI), HOMEp JMIEBOTO cueTa i1 IIEPEUMCIIeHHs JEHEXHOro
COJIEP)KaHUS U MHBIX BBIILIAT PaOOTHUKY; (GaMUIMs, UM, OTIECTBO, MACIIOPTHEIE
JaHHbBIE, MECTa XUTEIbCTBA, HAUMEHOBaHUE JOJKHOCTH, HoMep Tenepona, MTHH,
OaHKOBCKHE TUIATEXXHBIE PEKBU3UTHI IPXIAH, SBILIFOIIMXCS CTOPOHOM IpaXKIaHCKO-
IIPaBOBBIX JJOTOBOPOB O BBINOIHEHUH paboT, OKa3aHUU YCIIyT.

2.5. IndopmarioHHbIi 0OMeH 110 CeTsIM TIepeiavy JAHHBIX OOIIEro IMOJIb30BaHMS
U (Mnn) ceTsaM MeXIyHapOJHOTO WHGOPMAIMOHHOTO OOMEHa OCYIIEeCTBISIETCS
C HUCHOJB30BaHHUEM CepTU(DUIMPOBAHHBIX CPENCTB KPUNTOrpadHuecKod 3alliUuThl
unpopmannu (manee — CK3W). Koutpommpyemoit 3zonoit (manmee — K3) MCIIIn
ABJSFOTCS  CIyXKEeOHBble 3JaHWA TOCYHApCTBEHHBIX OpPraHOB WA OTHAEIbHBIE
NOMEINIeHUs B 3TUX 3AaHusx. B npenenax K3 maxomsrcs APM nonb3oBatelen
UCTIn, cepreprt MCII/IH, TeneKoMMyHUKAIIMOHHOE OOOpYIOBaHME M AIlIapaTHBIE
cpenctBa 3amuThl uHpopmamuu UCIIAH. Bre K3 HaxopsTcs nuHUM nepegadvu
JIAHHBIX W TEJIEKOMMYHHKAIIMOHHOE 0OOpYHIOBaHUE OIIEPaTOpPOB CBS3H, UCIOIB3YyeMOe
s MHGOPMAaIlMOHHOIO OOMeHa II0 CeTsSM CBS3M OOIIero INOJIb30BaHUA
U (AITH) CETAM MEXIYHapOAHOro HH(GOPMaIlMOHHOTO 0OMeHa.

2.6. B MICI1]Ig obecniedyeHys TUTIOBOM JIEATEIIEHOCTH IIPUMEHSIOTCS CIIEAYIOIIHE
Mepsl 1o 3amute [1J{n u CK3U:

yTBEpXKIAEHWE TIPABHII IO CTYNa B IOMEIIeHUs, Iie pacnonaraiorcs APM,
Ha KOTOPBIX ocyirectaisiercs oopabotka [1/1H, CK3H, B pabodee u Hepabodee Bpemsl,
a TaloKe B HEIITATHBIX CUTYaLHsIX;

YTBEPXKJICHHE TIepeyHs JIHI, WMEIOMUX IpaBO JOCTyIla B IIOMELIEHHI,
rae pacnonaratorcs APM, CK3H;

obecneyenne poctyna B K3, rie pacnonaraercs APM, CK3U, B cooTBETCTBIM
C KOHTPOJIBHO-TIPOITYCKHBIM PEXKUMOM;
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npu pabote B momelneHusx, rae pacnonoxersl APM, CK3U, naxoxmeHwue
B OTHUX IIOMELIEHUAX IPENCTaBATENICH TEXHUYECKUX, OOCITY)XHBAIOIIUMX U JPYTHUX
BCIIOMOT'aTeJIbHBIX CIIYXk0, a Takoke COTPYIHUKOB, HE SBIISIOIIIXCS OIb30BATEISIMHU
CK3H, TOonpKO B TPUCYTCTBUM YIOTHOMOYCHHBIX COTPYIHHKOB OpraHa
UCIIOJIHUTENBHON BIIACTH; ‘

UHGOPMUPOBAaHUE COTPYIHUKOB, SBILSTFOIIMXCS Tosb3oBatesssmu MICIT I,
Ho He spisrommxcs nosb3oBarensMu CK3WM, o mpasunax paboter 8 MCII[H
¥ OTBETCTBEHHOCTH 32 HECOOTIOICHIE ITPaBUIT 0OECTIEUeHMS OS30ITaCHOCTH HHDOPMAITHY;

nHpopmuposanue noib3osaTenedt CK3U o mpasunax pabotsr 38 UCIT/H,
npasuiax padotsl ¢ CK3U 1 0TBETCTBEHHOCTH 3a HECOOITIONEHHE TPaBul 00eCTieueHus
6e30macHOCTH HHOOPMAITHH;

OCHAIlleHWE ITOMEIeHuH, B KOTopbIx pacnonaratrorcs CK3HM, BxomHbIMH
JIBEPBMHU C 3aMKaMH, 0OecIiedeHue NOCTOSIHHOTO 3aKPBITHS ABEpeil MOMeNIeHui
Ha 3aMOK U UX OTKPBITUS TOJIBKO IJIs1 CAHKIIMOHAPOBAHHOTO TIPOX0/1a;

OCYILECTBIICHUE pasrpaHUYeHUss M KOHTPOJSL JOCTyNa IOoJb30BaTesel
K 3alUIIaeMbIM pecypcam;

OCYUIECTBIIEHUE PETUCTPALIUM U ydeTa AeCTBUN nonbs3oBartenei ¢ 11]1H;

OCYILECTBJIEHUE KOHTPOJIS LIETIOCTHOCTH CPEACTB 3aIUTH;

ucrionb3oBanne Ha APM u cepBepax, Ha KOTOPBIX YCTaHOBJIEHBI
ceprudunmposannble CK3U, cepTudUIMpOBAaHHBIX CPEACTB 3alMTHl HHPOPMAIMH
OT HECaHKUMOHWPOBAHHOI'O JIOCTYTIA, CEPTU(MHUIMPOBAHHBIX CPEICTB aHTUBUPYCHOU
3aIHTHI.

2.77. UCI1[Jn ympaBienue MepcoHasoM MOryT B3auMopeiicTBoBars ¢ MICII/x
yhpaBienue GuHaHCAMH.

3. UCII/In obecnieyeHnsi cienHabHOM IeATeIbHOCTH

3.1. UCII[Jx obecneuenust crelUalbHOR HESITEIFHOCTH T'OCYIapCTBEHHBIX
OPTraHoB XapaKTEpPU3YIOTCS TeM, YTO B Ka4eCTBE 00BEKTOB HH(HOPMATH3AITMH BBICTYIIAIOT
JToKanpHble MM pacnpenenernsle VIC pernonanssHoro macuirtadba, moaKIFOYeHHEIE
K CeTsIM OOIIEro IONB30BaHUS M (WIH) CEeTSIM MEKITYHapOIHOTO HH(MOPMAIIHOHHOTO
oomena. Beox I1/la B UMCII[Im ocymiectBisiercs ¢ OyMaKHLIX HOCHTENEH MM
C 3JIEKTPOHHBIX HocuTened unpopmarmu. [1/n cydwvekron [1/lg obpabaTeiBatoTes
C IeNbl0 IPEeNOCTaBICHUS TOCYHAPCTBEHHBIX YCIYT, UCIOJHEHWUS QYHKITHH
TOCYAapCTBEHHEIX OpraHoB U MoryT BeiBoauThesa u3 MCIIJIH B anexTpoHHOM BHIE
WA Ha OYMaXHBIX HOCHTEIIAX.

3.2. Oneparopamu ICII/IH obecnieueHus! CrieluanbHON TesITENLHOCTH ABIBHOTCA
rocynapcteeHnble opranbl. KomuectBo cydwsextoB [1J[H mpeseimraer 100 ThICSTY.
ITIH xpansarcsa Ha ydareHHBIX MHU, B KauecTBe KOTOPBIX UCHONB3YIOTCS CPENCTBA
SJIEKTPOHHO-BBIYMCITUTEIILHON TEXHHUKH.

3.3. B MCIL[n obecnieueHns CrienualbHON AeATENRHOCTH 00pabaThiBaroTCsa
[I[n, mnpencraBnsgeMble 3asBUTENIMH 1P OOpalleHWH 32 IOIy9eHHEM
TOCYNIapCTBEHHBIX YCIOYyr, CBENEHH:, IOJydaeMble M3 TrocynapcTseHHbx VIC,
OT TOCYZAapCTBEHHBIX OPraHOB, MCIIOJB3yeMble IS MOATOTOBKM OTBETOB
Ha 3alpoOCBl B COOTBETCTBHUM C  aJMHUHHUCTPATHBHBIMH  pErIaMeHTAMHU
IPEAOCTaBICHUsT TOCYJAPCTBEHHBIX YCIYT, YTBEPXIECHHBIMH HOPMATHBHBIMU
IPaBOBBIMHU aKTaMM COOTBETCTBYIOLIEI'O OpraHa UCIIOJHHTEILHON BIACTH.

P - a
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3.4. UCI1JIH mo HampaBieHUSIM AEATEIHRHOCTH TOCYAAapCTBEHHBIX OPraHOB
IpelHa3sHadYeHbl AN OOecleueHus: esTEILHOCTH TOCYyIapCTBEHHBIX OpPraHoB
U UCIIONHEHUs (QyHKIMH, He oTpaXeHHbIX B myHkTe 3.3. B MCII/In obpabaThiBaroTcs
[Tz cy6opextos I1/[H, HeoOXomumble IS HCIOMHEHUS GYHKIMN rOCyIapCTBEHHBIX
OpraHoB, OIpENENCHHBIX B HOPMATUBHBIX IPABOBBIX aKTaX COOTBETCTBYIOILErO
oprasa UCHOJIHUTEIFHOH BIIACTH. ‘

3.5. UCII/TH 3JIeKTpOHHOI'O0 JAOKYMEHTOOOOpOTa IpelHa3HaYeHBl UL
aBTOMAaTU3alUH JEJIONPON3BOJICTBA, CITY>KEOHOH TePEernCKy, apXUBHON NEATENBHOCTH,
ydeTa KOPpECHOHAEHINHU, OOpallleHnii TpaxaaH, o0ecleueHrs 10cTyna paboTHUKOB
roCyapCTBEHHOr0 opraHa K 3nekTpoHHbIM nokymentam B WCII/[Iun. B MCII[AH
00pabaThIBaroTCs: aMuIvsI, HMsI, OTIYSCTBO, HAMMEHOBAHHE JTOJDKHOCTH PabOTHUKOB,
uHbopmanus o 11/ rpaxknan, ©MEIOMascs B JOKYMCHTaX.

3.6. MadbopmanmoHHbIf OOMEH IO CETSM CBSI3U OOIIEro I0JIb30BaHMS
U (W) ceTsaM MEXIYyHapOoIHOTO WHGOPMAaIMOHHOTO OOMEHa OCYLIeCTBISETCS
¢ ucnonp3osanuem cepruduimpoBanabix CK3U. Kortpommpyemoit 3onoi UCIIIn
SBIISIFOTCSL CITy>KeOHbIE 3TaHNs TOCYIaPCTBEHHBIX OPIraHOB MM OT/EIbHbIE HOMEIICHUSA
B 9TuX 3MaHusX. B mpenenax K3 naxomsres APM nosbp3osareneit, cepsepst MCI/H,
TeNEKOMMYHUKALIMOHHOE 000PYIOBaHKE U alliapaTHbIe CPeCTBA 3allUThl HH(MOPMAIIH.
Bre K3 maxopsitest uruy nepenayuy TaHHBIX U TEIEKOMMYHUKAIMOHHOE 000py 10BaHKE
OIIepaTOPOB CBSI3H, UCIIONB3yeMOe sl HH(MOPMAIIMOHHOTO 0OMEHAa TI0 CeTSIM CBS3H
001Iero NOMb30BaHMS U (YJIH ) CETAM MEKXAYHAPOIHOr0 HH()OPMALMOHHOro OOMeHa.

3.7.B UCIIJIz obecrnedeHus chenHalbHONU HESTEIHHOCTH HPUMEHSFOTCS
ciaenyromue mepsl o 3amure [11a n CK3U:

YTBEp)KIEHHE TpaBUJ JOCTyIla B TOMeIIeHHs, TAe pacrnoiaraiorcs APM,
Ha KOTOpHIX ocymectBisercs obpabotka ITIa, CK3U, B paboyee u Hepaboyee
BpEMsI, a TAK)KE B HELUTATHBIX CUTYAIHIX;

YTBEPXXACHHUE IIepEUHs I, HUMEIONIMX IpPaBo NOCTyna B IOMENIcHHS,
rae pacnonararotcs APM, CK3U;

obecneuenme noctyna B K3, rme pacmomaraetcs APM, CK3U,
B COOTBETCTBUU C KOHTPOJILHO-TIPOITYCKHBIM PEXKUAMOM;

IIpy paboTe B IOMeIeHMsX, rae pacronokedsl APM, CK3H, naxoxiaenue
B JTUX JIOMEIIEHUSIX TPEACTABUTCICH TEXHUYECKNX, OOCITYKHBAIOLMX U IPYyTUX
BCIIOMOTI'aTeNIbHbIX CTY)KO0, a TaKkXKe COTPYIHUKOB, HE ABJISIOLIMXCS N10JIB30BATEISIMU
CK3W, Tompko B HOPHCYTCTBHH YIIOJIHOMOYEHHBIX COTPYIHHKOB OpraHa
UCIIOITHUTENIFHON BIIACTH;

HHGOPMHUPOBAHUE COTPYIHHKOB, sBistommuxcs nonb3osarensivu MCIIIH,
HO He sBisromuxcs mnonp3osarensmu CK3U, o npasunax paboter B MCII/IH
U OTBETCTBEHHOCTH 3a HeCOONoeHne IpaBui obecrnedeHus ©6e30I1acHOCTH
uH(bOpMaIuu;

uHpopmupoBanue nonb3osareneil CK3U o mpasmmax padotsl B MCII/lH,
npaBuiax paborel ¢ CK3M W OTBETCTBEHHOCTH 3a HECOOIIOACHUE IIPaBHI
obecrieyeHus 0e30MacHOCTH HHGOPMAITHHT;

OCHAIlleHHE TIOMeIleHuH, B koTopeix pacnoiaraiotrcss CK3U, BxommbIME
IBEPBMH C 3aMKaMH, obeclieueHne IOCTOSHHOTO 3aKpBITHS BEped MoMeIleHn!
Ha 3aMOK ¥ MX OTKPBITHS TOJBKO ISl CAHKIIMOHUPOBAHHOTO IIPOXO/a;

OCYLIECTBIIEHUE pa3rpaHWyeHuss W KOHTPOJs JOCTyNa IOIb30BaTesel
K 3allUIIaeMbIM pecypcam;

OCYIIECTBIICHUE PETUCTPAIINU U ydeTa JedcTBUMl nonbp3oBaTenei ¢ I1/1x;
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OCYILIECTBIIEHUE KOHTPOJIA LIEJIOCTHOCTH CPENCTB 3aIUTHI;

ucnone3oBanne Ha APM u cepBepax, Ha KOTOpPBIX YCTaHOBJIEHBI
ceprudunupoanasie CK3U, cepTrduImpoBaHHBIX CpPEACTB 3allUThl WHPOPMAIN
OT HECaHKLIMOHUPOBAHHOIO JOCTYTIA, CEPTUGUIIMPOBAHHBIX CPENCTB aHTHBUPYCHOU
3aIUTEHIL.

3.8. OcymectBigercs  WHPOPMalMOHHOE  B3aWMOAECHCTBHE  MEXIY
«CucTeMol MEXBEIOMCTBEHHOI'O 3JIEKTPOHHOTO B3amMozeicTBust CapaToBCKOM
obnactuy, «MHGOpMalMOHHOHN cucTeMol it GOPMHUPOBAHUS, ydeTa U OTIPABKU
HauclaeHn B [ ocymapcTBeHHYI0 MHQOPMAIMOHHYIO CHCTEMY O TOCYIapCTBEHHBIX
¥ MYHUIMIIATBHBIX THIATEXKAX, 8 TAKOKE MOTydYeHus HHPopManry o GakTax OmIaThl
3asBUTEISIMU IIATEKeW MPU MOMyYeHUH TOCYNapCTBEHHBIX U MyHUIMIIANBHBIX YCIIYT,
norameHuy mTpadoB ¥ cOOPOB, TOCYAAPCTBEHHBIX MONUTHMH CapaToBckoi oOmacTuy
u HCIIlH 1mo HanmpaBleHHSM IESTEIBHOCTH TIOCYLNApCTBEHHBIX OpraHOB,
npeqHa3sHauyeHHble JUIS TIPEIOCTaBIEHUS TOCYNAPCTBEHHBIX YCIYI, HCIIONHEHUS
roCyIapCTBEHHBIX QYHKLIUH.

4. O6bexrsnl 3amuTbl MCIIIH, knaccndukanus 1 XapaKTepUCTHKU HapyLIHATe e
4.1. B cucreme 3ammtsl uHGopManuy MCITIH k 00bekTaM 3aIuTsl OTHOCATCS:
O6bexT | — nepcoHanbHBIC TAHHBIE;

O6rekT 2 — CK3U;
O06mwekT 3 — cpena pynkunonuposanus CK3U (nanee — CO);
OO6pekT 4 — nnpopmarms, oTHOCIIAsACS K Kpunrorpadudeckot sammre [1/1H,

BKJIFOYas KITIOUEBYIO, APOJIGHYIO U ayTeHTH hunupyroiyto uadopmarmio CK3U;
OOBexT 5 — MOKYMEHTHI, Jieia, )KyPHAJIbI, KAPTOTeKH, U3MaHuUs, TEXHUIECCKUE

OOKYMEHTBI, BHIEO0-, KHHO- U (¢oToMarepuaibl, paboure maTepuansl ¥ T.I.,

B KOTOPBIX OTpaxkeHa 3amuiraemas uHpopmanus, otHocsmasgcs k WCITIa

U U©X Kpunrtorpabpudeckod 3ammre, BKIouas JgokyMmeHTanumio wa CK3U

U Ha TEXHHUYECKHUE U TPOrpaMMHBIe KOMITOHEHTE CD;

OOBeKT 6 — HOCHUTENH 3amuiiaeMoi mHopMaimu, ucrnonszyembie B MC

B IIpollecce Kpunrorpadudeckort samutsl [1/[H, HOoCHTEMM KIOYEBOH, MapOIBHOM

u ayTeHTUGUIMpYIomel nHpopmannu CK3U u MopsIoK A0CTyIa K HUM;

OO6BexT 7 — Hucronb3yeMble WHOOPMAI[HOHHON CHCTEMOU KaHaubl (JIMHHN)

CBsI3H, BKJIOYasl KaOeNbHbIe CHCTEMEI,

O6bekT 8 — moMernenwsi, B KOTOPBIX Haxomsrcs pecypchl MC, mmeromiue

OTHOIIEHHUE K KpunTorpaduyeckoit 3ammre [1/1H.

4.2. Tlo HayM<IO 1IpaBa IOCTOSIHHOTO WITH Pa30BOr0 OCTYIIA B KOHTPOJIMPYEMYO
sony MICI1/IH HapyImuTeu NoapasaessiioTCs Ha [Ba TUIIA:
BHEIUHWE HapyIuTeny, He umeromye noctyna x MCII/IH, peamusyrotme yrposs!

M3 BHEIIHUX CETed CBA3M OOLIEro IOJB30BaHMS ¥ (VITH) CeTel MeXIyHapOIHOTO

HHOOPMAaITHOHHOT'O 00MeHa,;

BHyTpeHHWEe HapymmurTend, unmeromume poctyn k WMCIIOH, Bxmrouas
nosne3oBareneit MICII/IH, peanusyromue yrposs! Hemocpenactserno B MCITIH.

4.3. BHEIIHUMY HapyNITUTEISIMHA MOT'YT OBITh:

pa3BeBIBATENBHBIE CIYXOBI TOCYIapCTB;

KPHMUHAIBHBIE CTPYKTYPHI;

dusngeckue arIA.
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4.4. BHelHuii HapyIATENh KMEET BO3MOKHOCTD OCYIIIECTBIIATE:

HECaHKIIMOHUPOBAHHBINA JOCTYII K KaHallaM CBSI3H, BBIXOSILHUM 34 [PEIeb
CIIy>kK€OHBIX TTOMEIEHNU;

HECaHKLIMOHUPOBAaHHEIA JOCTYT dyepe3 APM, moAk/IroYeHHbIe K CETSIM CBS3H
00IIEro MONB30BAHMS U (MIH) CETSIM MEXTyHAPOTHOTO HHPOPMALMOHHOTO 06GMEHE;

HECaHKIIMOHUPOBAHHEIM JOCTYII K UHGOpPMAalKMKU C HCIOJIb30BAHUEM
CIEHMAIEHBIX IPOTPAMMHBIX BO3AEHCTBHH 1IOCPEACTBOM IPOTPAMMHBIX BHPYCOB,
BPEIOHOCHBIX IIPOTPAMM, aJIFOPUTMUYECKUX MM TIPOTPAMMHBIX 3aKIaI0K;

HECaHKIIMOHUPOBAHHBIA ~ JOCTYIl d4epe3 JIEMEeHTh HH(OPMalMOHHOM
nadpacTpyktypsl MCIT/IH, KOTOpEIE B IIpoIlecce CBOEro >KM3HEHHOIO KA
(MOZiepHU3AIMH, COTIPOBOYXK/ICHIS, PEMOHTA, yTHIIM3AIIH) OKa3hIBAIOTCS 38 IIPEieIIaMu
KOHTPOJIMPYEMOU 30H5I;

HECaHKLUOHMPOBAaHHBIA focTyn depe3 MC B3aMMONEHCTBYIOIMX BEIOMCTB,
OpraHU3aluHi ¥ YYPExKAeHUH npu ux noaxmouenuy k MCITIH.

4.5. BHyTpeHHHE NOTEHIMAIbHEIE HAPYIIUTENM MOAPA3AeIIOTCS HAa BOCEMb
KaTeropuid B 3aBUCUMOCTH OT CII0c00a JIOCTYIIa U MOJHOMOYHH JocTyna K T1/1H.

4.5.1. K niepBo#i KaTeropuy OTHOCSTCH JIMUA, UMEIOIUE CAHKIHOHMPOBAHHbIIT
moctyn k UCIT/TH, HO He mMetomume noctyna k [1/{x. K aTomy THIy HapymaTenei
OTHOCSTCSL TOTDKHOCTHBIE JIMIA, 00eCIIedrBaroIMe HOPMAIbHOE (DYHKIHOHUPOBAHUE
HUCTIdn.

JInmo 3To# KaTeropuu MOXKeT:

UMETh JOCTyHn K QparMentam wuHbopMmamuu, coxepxamed I11/In
U pacIpOCTPaHAIONIEHCS 110 BHY TPeHHUM KaHanaMm cBsi3u VICIT]Tx;

pacnionarate  ¢parmentamu uH(GOopMamumu o Ttomomormr MCIIH
1 00 HCIIOIB3YEMBIX KOMMYHHKAIIHOHHBIX IPOTOKOJIAX U UX CEPBICAX;

pacrioniaraTb UMEHAMH M BECTHM BBISBIICHHE NApOJIey 3aperduCTPHPOBAHHEIX
OJIL30BaTENICH;

M3MEHATh KOH(QUIypauuro TexHudeckux cpenacts VICII/{n, BHOCHTH B Hee
[IpOTpaMMHO-aIIapaTHeIE  3aKNagKd M obeclneyuBaTh CheM HHOOPMAIHH,
UCIIOJIB3Ysl HEMTOCPEICTBEHHOE TIOAKIII0YEHHE K TeXHU4YecKkuM cpenctBam VCIT/IH.

4.5.2. Ko BTOpO#l KaTeropuu OTHOCSTCS 3aperuCTPUPOBAHHEIE TI01530BATENH
WCIIIH, ocCyuecTBISIOIINE OrpaHWYeHHBIH poctyn X pecypcam MCIIJIH
¢ paboyero mecra.

JIvno 3TO¥ KaTeropuu:

obanaeT BceMH BO3ZMOXHOCTSIMHE JIUI] [IePBOM KaTeropuu;

3HAET, II0 MEHBIUEN Mepe, OJHO JIeralbHOe UMS JOCTYIIA,

obnamaeT BceMH HEOOXOIUMBIMU aTpuOyTaMu, 00eCHeyrBarOIMy JOCTYII
K HEKOTOpoMY noagMHoxecTBy [1/1H; '

pacronaraeT KOHQUISHIIMAIBFHBIMU JaHHBIMH, K KOTOPHIM HMEET HOCTYIL.

4.5.3. K TpeTbell KaTeropuu OTHOCSITCS 3aPEerHCTPUPOBAHHBIE [I0IH30BATENH
WCIIH, ocymecTBisiomye yaaneHubii qoctynn Kk [IJId mo jgoKanbueiM U (WK
pactpeneneaasmM KC.

JIuno aroit kaTteropuu:

obJsiafiaeT BCeMU BO3MOXKHOCTSIMH JIMI] [1€PBOI ¥ BTOPOU KATETrOpPHii;

pacnionaraetr uHpopmarueid o tomonoruu MCII/IlH Ha 0a3ze nokanbpHOU
u (wm) pactpenenenaoit VIC, gepe3 KOTOPYIO OCYINECTBIIETCS JIOCTYII, H O COCTABE
texHuyeckux cpencts MCII1/IH;

UMeeT BO3MOXHOCTh (PU3MUECKOTO JOCTyHla K (parMeHTaM TeXHHYECKUX
cpencts UCIT/E.
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4.5.4. K yerBepToil KaTeropuy OTHOCSTCS 3aperHCTPHUPOBAHHBIE IOTB30BATEIIN
HCII/Ix ¢ nonmHOMOUMSIMY afMuHHECTpaTopa GezonacHocTy cermenta MCIT/IH.

JIuio aToi# KaTeropuu:

obagaeT BceMr BO3MOXKHOCTSIMH JTHIL IPEABIAYIINX KaTerOpUi;

obnazaeT MoIHON MH(MOpMAaLKeH O CUCTEMHOM W NPUKJIATHOM MPOrPaMMHOM
obecniedenuu, ucnonp3zyemMoM B cermente MCIT/x;

obnamaer nonHON HHGOpPMaIel 0 TEXHHYECKUX CPENCTBAaX W KOHQUTYparuu
cermenTa (pparmenta) UCIIH;

UMeeT JOCTYIl K CpPEeNCTBaM 3alluThl MHGOPMAIMH M IIPOTOKOIMPOBAHUI,
a Taloke K OTAENbHBIM 3JIeMeHTaM, ucrmonb3yeMbiM B cermente MCII/IH;

UMEET ZOCTYII KO BCEM TEXHUUECKUM cpezcTBaMm cermenta MCITH;

obnamaer npaBaMH KOHOGUIYPHPOBaHUS M aJIMHHUCTPAaTUBHOH HACTPOHKH
HEKOTOPOT0 MOAMHOXKECTBa TeXHU4YecKux cpeacts.cermenta MCII/IH.

4.5.5. K naToli kaTeropuu OTHOCSTCS 3aperHCTPUPOBAHHBIE MOIH30BATEIH
C IIOJIHOMOYHAMU cucTeMHOro anmuHucTparopa MCII/IH.

JIuno sToit xaTeropuu:

o0J1afjaeT BCEMHU BO3MOXHOCTSIMHU JIUI] IPEABIIYIIAX KaTeTOPUH;

obnamaeT momHOM WHpOpMaIel 0 CHCTEMHOM W IPUKJIATHOM MPOrPaMMHOM
obecnevyennu UCIT]/Ix;

obrnagaeT MONMHON nHpOpMaNUed O TEXHUYECKHX CPEICTBAX M KOHQUIYpalH
NCIIH; ,

IMeeT IOCTYIl KO BCeM TEXHHUYECKHMM cpencTBaM oOpaboTku uH(pOpMaryu
n paaaeiM UCIIH;

obnagaeT IpaBaMy KOHMUTYPUPOBAHUS U aIMUHUCTPATHBHON HaCTPOHKH
texHrueckux cpencts UCIIIH.

4.5.6. K mecToil kaTeropuy OTHOCSTCS 3aperiCTPUPOBaHHbIE M0JIb30BATENN
C MOJTHOMOYMAMU agMuHucTparopa 6ezonacHoctr MCII/IH.

JIuo 3T0# KaTeropuu:

00J1aiaeT BCEMH BO3MOXKHOCTSAMM JIUII IPEIBIAYIIAX KaTeropui;

obnamaet monHOU wHOpMaruei 06 VICIT Ik,

UMEET NOCTYI K CPeNCTBaM 3allluThl WHGOPMAUMH U IPOTOKOIUPOBAHULI
¥ K 4acTH KiIroueBsIx snemenTos UCITH;

He MMeeT IIpaB JOCTyIa K KOHQUTYPHPOBAHUIO TEXHUYECKUX CPEIICTB CETH,
33 HCKIIFOUYEHUEM KOHTPOIBHBIX (MHCIEKITMOHHEIX).

4.5.7.K cenpMoOil KaTeropuM OTHOCSATCS MPOTPAMMHUCTHI-Pa3pabOTINKH
IPUKJIAJHOrO IPOrPaMMHOrO olecliedeHHs U JWHa, o00eCTeUrBaioIye €ro
COIIPOBOKICHUE Ha 3alIUII[aeMOM 00BEKTe.

JInno 3To¥ KaTeropum:

obnafaer naMOpManreit 06 aNropuTMax U IporpamMmax oopaboTKy HHMOpMAIHH
Ha UCI1/IH;

o0afaeT BO3MOXKHOCTSIMH BHECEHHsI OIIHOOK, HeeKIapUpOBaHHBIX
BO3MOXHOCTEH, IIPOIPAMMHBIX 3aKJIAIOK, BPEIOHOCHBIX MPOrpamMM B NPOTrPaMMHOE
obecneuenne (manee — I10) UCII[la Ha craguu ee pa3paGOTKH, BHEAPEHUS U
COIIPOBOXIEHHUS;

MOXKET pacrosaraTb JIOOBIME (pparMeHTaMd HHGOPMAIMK O TOIIOJOTHH
WCII[On n TexHUYecKux cpencrsax obpabotku u 3amuTsl [TJIH, 06pabaThBaeMBIX
B UCII/I=.

4.5.8. K BOCBMOH KaTeropur OTHOCATCS paspaboTUMKy | JIHIla, 00eCcednBaroIITe
MOCTaBKY, COIIPOBOXKEHNE ¥ PEMOHT TexHuueckux cpencts Ha MCI1/Ix.




JIuno 3TO¥ Kateropwuu:
obnaaeT BO3MOKHOCTSIME BHECEHMS 3aKNIAJOK B TEXHHYECKHE CpPEe/CTBA
WCIIa Ha cramuy UX pa3pabOTKH, BHEJPEHHS ¥ COIPOBOXKICHNS;
MOXET pacHojararh JFOOBIMH (parMeHTaMud HHGOPMAUH O TOIONOTUH
WCILH 4 TeXHHYECKHUX CPEeACTBax 00paboTKH ¥ 3amuThl uHGopmMarmy B MICIT /.
4.6. Bo3MOXXHOCTE WJIM HEBO3MOXXHOCTH JIOCTYIIa KaX[IOH KaTeropuu
HapylIMTeNIel K 00BEKTaM 3aIlIUThI ONIPEIENETCS B COOTBETCTBHM ¢ Tabmuuei Ne 1.

TabGnuma No 1

I II 111 v A% VI VI VIII
KaTeropust |KaTeropust |KaTeropusi |KaTeropus [KaTeropus | KaTeropust |KaTeropusi |KaTeropus
Hapyliv- | HapyIlH- | HAPYIIW- | HApYIIW- |HapYIIW- | HAPYIIK- | HAPYIUM- | HAPYIIH-
Tenel Telnen Teneu Teneu Tenen Tenen Tenen Teney
Obmnekr 1 HET eCTh €CThb eCThb €CTh HET HeT HET
JocTyma | JOCTYyH | HOCTYH | JNOCTYN | AOCTYH | JOCTyma | OCTyIa | JOCTyna
O6nexT 2 eCTh eCcTh ecTh eCcTh eCcTh ecThb HET eCTh
JIOCTYN | JOCTYH | AOCTYIl | OOCTYH | HOCTYH | AOCTYI | IOCTyHa | AOCTYII
O6mwekrt 3 €CThb ecThb ecThb ecThb ecTh ecTh HET ecTh
JOCTYNI | JOCTYH | JOCTYN | JOCTYH | JOCTYH | JHOCTYH | IOCTYHa | JIOCTYII
O6xnexr 4 €CTh eCTh ecTh €CThb ecThb €CTh HET HET
JOCTYI | JOCTYN | JOCTYN | JOCTYH | AOCTYH | JIOCTYN | IOCTyIa | IOCTyIa
OOmnexT 5 eCThb HET HET HET HET eCcTh HET €cTh
JOCTyN | JocTyua | JOCTyHa | TOCTyna | OCTyNa | JMOCTYN | JOCTyIa | JOCTYII
O6mnexT 6 €CTh HET HET ecThb €CThb eCcThb Her HET
JOCTYNI | JoCcTyna | JocTyna | AOCTYH | JOCTYH | JOCTYyn | AOCTYma | AOCTyIia
O6next 7 eCcTh HET ecThb eCcTh €CTh eCcThb Her HET
JOCTYIl | JocTyna | JOCTyH | AOCTYH | JIOCTyH | JOCTYII | JAOCTyHa | JIOCTyIa
OOmnexrt 8 €CTb ecTh eCcThb ecThb ecThb eCcThb HET eCcTh
JOCTYIL | JOCTyH | JOCTYIl | AOCTYN | HOCTYI | HOCTYH | IOCTyHa | JOCTYI

4.7. Uctounuku atax Ha o0bexTsl VMCIIJIH pacnonaraioT 00600IeHHBIMA
BO3MOXXHOCTSIMH B COOTBETCTBUU ¢ Tabmuuei Ne 2.

Tabnuna Ne 2

Ne O0606meHHbIe BO3BMOKHOCTH HCTOYHHKOB aTaK Ha/Her

n/n

1. |B0o3MOXHOCTE CaMOCTOSTEIEHO OCYIIECTBIISITH CO3/IAaHKE CITOCOOOB aTak, MOOTOBKY Ja
M IIPOBEJICHHUE aTak TOJIBKO 3a npejesamu K3

2. |Bo3MOXHOCTE caMOCTOSITENIEHO OCYIIECTBIIATH CO3JIAHKE CIIOCOOO0B aTak, IOJITOTOBKY na
U IpoBesicHUE arak B Ipezpenax K3, Ho Oe3 (usmueckoro AoCTyma K amnapaTHbIM
cpenctBaM (manee — AC), Ha kortopeix peammsoBanbl CK3W w cpema wmx
(bYHKIHOHAPOBAHHUS

3. | B03MOXXHOCTH CaMOCTOSTENBHO OCYIIECTBISITE CO3/{AHNE CIIOCOO0B aTaK, IOATOTOBKY na
U mpoBenieHue arak B npexnenax K3 ¢ ¢usznueckum gocrynom Kk AC, Ha KOTOPBIX
peaymzoBansl CK3M u cpena ux QyHKIIMOHUPOBAHUS

4. |BO3MOXHOCTD TIPUBIIEKATh CIICIMAIMCTOB, UMEIOIIMX OIBIT pa3paboTKH M aHamM3a|  HeT
CK3HM (Bxymouasi CeuaiMcToB B 00JIaCTH aHalM3a CUIHAJIOB JIMHEHHON mHepefayu
Yl CHTHAJIOB MOOOYHOI0 JICKTPOMArHuTHOro u3ny4deHust ¥ Hapojiok CK3M)

5. |BO3MOXXHOCTh MpPHBIEKATh CIENHAINCTOB, UMEIONIMX OIBIT pa3paboTKM U aHamM3a|  HET
CK3HU (Bximtouast CIIEHATACTOB B OOJIACTH HUCIIONB30BAHUA JUIsl peaid3alliy arak
HEZOKYMEHTHPOBAaHHBIX BO3MOXKHOCTeH mpukiiaHoro [10)

6. |BO3MOXHOCTH TIPHBJICKAThH CIICIMAMCTOB, MMEIOIIMX OIBIT pa3paOOTKH M aHaqm3a|  HeT

CK3U (Bxirroyas CHElHAIMCTOB B 00JIACTH HCIIONB30BAHUS I PEANM3al[Ud aTaKk
HEIOKyMEHTHPOBAHHBIX BO3MOXKHOCTEH armiapaTHOr0 M IIPOIpaMMHOIO KOMIIOHEHTOB
cpennl dyaxmmonuposanus CK3U)
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5. AKTyasabHble yrpo3bl 6e30acHOCTH

5.1. YyursiBas ocodbeHHoctr 00pabotku II/[H B opranax MCHOTHUTENBHOM
BIACTH O0JIaCTH, a TaKXe Kareropuio u o0beM obpabarsiBaemeix B MCITIn
[IEPCOHANBHEIX JaHHBIX, OCHOBHBIMHU XapaKTEePUCTUKAMU 0€30TIaCHOCTH SIBIISIIOTCS
KOH(QUIEHINAIBbHOCTD, [EIOCTHOCTE U JOCTYITHOCTb.

KondunenmansHocTs — 06s3aTenbHOEe AT COOJIONEHHUS OIepaTopoM
WIM MHBIM nonyuwBmmM joctyn K [[JIn numom TpeGoBaHme He OITyCKaTh
UX pacrpocTpaHeHue 6e3 cormnacust cyobpekTa [1/[H win HanWIus HHOTO 3aKOHHOT'O
OCHOBaHMUS.

LleTocTHOCTE — COCTOSIHUE 3aIIMIIEHHOCTH MHPOPMAaIUY, XapakTepu3yemMoe
CIIOCOOHOCTBIO  aBTOMATH3WPOBAHHON CHCTEMBI 0OECTeYMBATH COXPAHHOCTD
U HEU3MEHHOCTh MH(MOpPMalyK IPH NONBITKAX HECAaHKIIMOHUPOBAHHBIX BO3EHCTBUM
Ha Hee B rpolecce o0paboTKy win XpaHeHHS.

HocTynHOCTh — cocTosiHMEe MHPOpMAIUY, IpU KOTOPOM CYyOBEKTHI, UMEIOIITe
IpaBa ZOCTYIla, MOTYT peaau30BaTh UX OECIPEnsTCTBEHHO.

5.2.Ilox axTyaipHBIMU yrpo3amu Oe3ortacHOCTH [1/{H nmoHMMaeTcs COBOKYIHOCTb
YCIIOBHH U (DaKTOPOB, CO3MAIONIMX aKTYaIbHYIO OITACHOCTh HECAHKI[MOHHPOBAHHOIO,
B TOM 4HCJIe cilydaiiHoro, nocryna k I1/{a npu ux o6pabdotke B YIC, pe3ynsraToM
KOTOPOr'0 MOTYT CTaTh YHUYTOXKCHME, U3MEHEeHHe, OJIOKMPOBaHUE, KOIUPOBAHUE,
npefocTaBiieHue, pacapoctpanenue /[, a Takxe UHBIE HEIpaBOMEPHBIE ACHCTBHA.
Jns onperneneHys akTyalbHBIX yrpo3 06e30MacHOCTH K3 OO0Iero mepedHs yrpos
6e30acHOCTH BBIOMPAIOTCS TONBKO T€ YIPO3bl, KOTOPBIE SIBISIFOTCS aKTyalbHBIMU
st UCIT/IH obGecriedenyiss TUIIOBOM MITH CITeIIHaILHOM e TeTFHOCTH.

5.3. Yrposs! 6e3omacHocty [1/1H, akryansabie mipu obpadotke 11/1n 8 MCIL/IH,
OJpa3AelIIOTCS. Ha YTPO3bl IEPBOro, BTOPOro, TPEeThero tumna. [ns onpenenenus
aKTyaJbHBIX YIpo3 ©e30MmacHOCTH H3 oOuIero IepedHs yrpo3 0e30I1acHOCTH
BBIOUPAIOTCS TOJBKO T€ YIpO3bI, KOTOphIE sABISAIOTCS akTyanbHbIMU At MCIIIH
B COOTBETCTBMH C METONUKOH OIpejiesieHnss aKTyalbHBIX yIpo3 0e30IacHOCTH
TIepCOHANBHEIX JaHHBIX Npu ux 00paboTke B KH(YOPMAIMOHHBIX CHCTEMaX
HIepPCOHATBHBIX aHHBIX, YTBepxkaeHHoH 3amecturenieM aupexrtopa @CTOK Poccnu
14 deppans 2008 rtoma. BompimmHCTBO yrpo3 O€30IAaCHOCTH IEPCOHAILHBIM
napaeiM B MICIIJIH rocynapCTBEHHBIX OPraHOB OTHOCUTCS K TPEThEMY THILY.
VYposenp 3amuienHoctd 11/1a B MCII/IH rocynapCTBEHHBIX OpPIraHOB HE BBIIIE
3-ro ypoBHs 3amunieHHoct (3a uckmodvernem VIC permoHaimpHOTO MacruTada,
00pabaThIBaIOIINX clieluanbHble kareropuy [1/1H).

5.4. Ocuosuoii nenpto npumenenns CK3UM B MCII/IH rocymapcTBeHHBIX
opraHoB sBisgercs 3armuta [[/Ii rpyu HHGOPMAOHEOM OOMEHE IO CEeTAM CBA3H
00IIero IOJb30BaHusS W (WiIK) CETIM MEXAyHapOIHOro HHGOPMALUOHHOIO
o0MeHa, He 3aIMIICHHBIM OT IiepexBaTa HapylIMTeleM IepefaBaeMod II0 HUM
1HMOPMAIHY WK OT HECAHKI[MOHHPOBAHHBIX BO3ACHCTBUH Ha 9Ty HH(OPMALIHUIO.

5.5.B UCIIJlz ofecmedcHuss THUIIOBOM M CIEUMANBHON ESTEIHHOCTH
He HCHONL3YIOTCH OTYYXKJAcMble HOCHTENH — 3alllMINaeMol  HH(OpMAaIuH,
IS KOTOPBIX HECAHKITMOHUPOBAIIEIA AOCTYI K XpaHHMMOH Ha HUX MH(OpManuu
He MOXeET OBITh MCKIIOUeH 0e3 MCIOIb30BaHM KPUNITOIPadUIeCKUX METOHOB
M CTIOCOOOB.
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5.6. OcroBHBIMU BuiaMu yrpo3 6esomacuocty I1/1g B UCITIx sBistoTcs:

a) yTpo3bl, CBA3aHHBIE C IIPEIHAMEPEHHBIMHM WIH HeIpeJHaMepeHHbIMHU
AeicTBUAME HL, uMeromx goctyn x MCIT/Tx, Bkiaroyas nonszosateneit UCIT/IH,
peamusyromux yrpo3sl Hernocpenctsenno B MICIIJIH (BHy TpeHHUI HApYIIHATENB);

0) yrpo3sl, CBA3aHHBIE C IIpeJHAMEPEHHBIMH WJIM HeIpeJHaMepeHHbIMHI
ACHCTBUSIMH JIHL, He umerommx poctyma k MCIIJ(H, peanusyromux yrpossl
U3 BHEUIHHX CETeH CBA3M OOILIEro Mojb30BaHUs U (MIIK) ceTell MeXIyHapoIHOro
UHGOPMALMOHHOTO 0OMeHa (BHEIIHIN HAPYLIUTENb);

B) yTpO3bl, BO3HHKHOBEHHE KOTOPHEIX HANPSAMYIO 3aBUCHT OT CBOMCTB
texHukd ¥ I1O, ncnoneszyemoro 8 CIT/Iy;

T') yTpO3bl, BO3HUKAIOIINE B Pe3ysibTaTe BHEAPEHHUS aNIapaTHHIX 3aKIaIoK
¥ BPEIIOHOCHBIX POTPaMM;

1) yTPO3BI, HalpaBlCHHBIE HA HapyIlieHWe HOPMAIBHOM pabOTHl TeXHUUECKUX
cpencTs, ucnonszyeMbix B ICIT I,

€) YTPO3bl, CBS3aHHbIE C HEOCTATOYHOM KBanu(uKaluel 06CIIyKABaOIEro
UCIIdn nepconana.

5.7.Ilepedyenb akTyalbHBIX U HEaKTyalIbHBIX yrpo3 (e30ImacHOCTH, IPUBENEH
B Tabmurie Ne 4.

Tabmuma Ne 4
Ne n/n HaumenoBaHue yrpo3sl 6e301aCHOCTH AKTyaJbHOCTb
1. VYTIpOo3Bl yTEUKH 10 TEXHHYECKUM KaHaJIaM:
1.1. | Yrpo3e! yTeuku akycTHUecKol HHPOpMAIUK HE aKTyaJbHO
1.2. | VYrpo3sl yTedxH BUAOBON HHGOPMAIHN HE aKTyaJIbHO
1.3, | Yrpo3sl yTeuku HHGOPMALKH 110 KaHAIaM IO0O0UHBIX HE aKTyaIbHO
3IEKTPOMArHATHBIX U3ITyYeHHH ¥ HaBOIOK
2. YTpo3bl HECAHKIMOHHPOBAHHOT'O IOCTYTIA K MH(BOPMAIIHH:
2.1. | Yrpossl yruutoxenwus, xuiienus AC MCIITIn nocuteneit
pHQOpMAaLNY IIyTeM QU3HIECKOro JOCTYIIA K dJIeMEHTaM
UCIIn:
2.1.1. |Kpaxa nepcoHanpHON 3JIEKTPOHHO-BEIYUCIUTENLHON HE aKTyaJbHO
MamHs (ganee — [IOBM)
2.1.2. |Kpaxa Hocurene#t unbopmalmu aKTyaJbHO
2.1.3. |Kpaxa xirouel U aTpubyTOB JOCTYIIA aKTyaJIbHO
2.1.4. | Kpaxu, MOIU(QUKALINAH, YHHUYTOKEHHS] HHPOPMalH HE aKTyaJIbHO
2.1.5. |BoiBog u3 crpost yzinos IIOBM, xaHaIOB CBA3H aKTyaJIbHO
2.2. | YTpo3sl XUIIeHNs, HECAaHKIMOHUPOBAHHON MOIM(DUKALIAN
Ay 6IIOKUPOBaHUS HHPOPMAIINH 32 CHET
HECaHKIIMOHUPOBaHHOTO noctyna (manee — HCJI)
C IIPUMEHEHHEM IIPOrpaMMHO-aIITapaTHIX
Y IIPOTPAMMHBIX CPEICTB (B TOM YHCIIE MPOrPAMMHO-
MAaTEMaTHYECKIX BO3ICHCTBHIN ).
2.2.1. | leficTBHsI BpeIOHOCHBIX ITPOrpamm (BHPYCOB) HE aKTyaJbHO
2.2.2. |HenexnapupoBaHHEIE BO3MOXHOCTH crcTeMHOoro 110 HE aKTyaJIbHO
u 110 nyist o6paborku [1/]n
2.2.3. |Ycranoska 1O, He CBA3aHHOIO C UCIIOJIHEHUEM HE aKTyaJlbHO
CITyKeOHBIX 00s13aHHOCTEH
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2.3. | YrpoO3bl He IpeIHaAMEPEeHHbBIX IEUCTBUM I10Ib30BaTEIEH
U HapyIeHui 6e3onacHocty Gynkumonuposanus MCIT/
1 cucteMEbl 3amuThl I1J1H B ee coctaBe n3-3a cboeB B 110,
a TaKXXe OT yTPo3 HEaHTPOIIOreHHOro (cOoeB ammapaTyphl
W3-3a HEHA/IC)KHOCTH JIEMEHTOB, COOEB ANEKTPOIIUTAHNUA)
U CTUXUHHOTO (yIapoB MOJHMH, 10XapoB, HABOJHEHUN
¥ T.I1.) XapakTepa:
2.3.1. |YTpara kimodei u aTpuOyTOB TOCTYyNA aKTyaJIbHO
2.3.2. |Henpennamepennas Mmoaudukanus (yHUUTOKEHHE) HE aKTyallbHO
uHpOpMaIHK COTPYIHIKAMHA
2.3.3. |HenmpemnamepeHHOE OTKIIOYEHUE CPENCTB 3aIIUATHI aKTYyaJIbHO
2.3.4. |BeIXoz U3 CTPOs anmnapaTHO-IIPOrpaMMHBIX CPEJICTB aKTyaJbHO
2.3.5. |Cboii cucTeMbl 3JIEKTPOCHA0KESHHUSI HE aKTYaJIbHO
2.3.6. |Cruxwuitnoe 6encrue HE aKTyaJIbHO
2.4. | Yrpo3sl NpeIHaMEPEHHBIX NeUCTBHI BHY TPEHHUX
HapyILIUTENeH:
2.4.1. |Hdoctyn x uadopmanun, MOAUGUKAISI, YHUUITOKEHUE HE aKTYaJlbHO
JIAIAMH, He JTOMYIICHHBIMU K ee 00paboTke
2.4.2. |Pasrnamenvie vHQoOpMAUK, MOJU(UKALINS, YHUYTOXKEHHE aKTyalbHO
COTpYIHHUKaMH, TONYIICHHEIMU K ee 00paboTke

5.8. B cnyuae mnoxxmouenus VCILJIH K JIOKaldbHBIM BBIYHCIHUTEIBHBIM
CeTsSM, MMEIOIMM IOIKIIOUeHHd K ceTsAM OOINEero IOIb30BaHMSI M (WIM) CETIAM
MEXTYHapOIHOTO WH(OPMAIlMOHHOTO OOMEHA, aKTyalbHBIMH W HeaKTyalbHbIMU
SABJISIOTCA HOIONHUTENBHEIE YIPO3bl 0€30IaCHOCTH, YKa3aHHble B Tabmume Ne 3.

Tabmumma Ne 5
Ne n/m HanmeHoBaHue yrpo3nl 0€301aCHOCTH AKTyaJIbHOCTD
2.5. | Yrpo3bl HeCaHKIIMOHMPOBAHHOIO IOCTYIIA 110 KAaHAIaM CBSI3H:
2.5.1. |Vrpo3a « AHanu3 ceTeBoro Tpapuka» C IepexBaToM aKTyaJbHO
nepeasaemoit u3 VICII/IH 1 nprHEMaeMoi U3 BHEITHUX
cereli MHGOPMaLUU
2.5.2. |VYrpo3sl CKaHUPOBAHUs, HAlIpaBIIEHHBIC Ha BBISBIICHNE aKTyaJbHO
THTIA WK TUIIOB UCHOJB3YEMbIX OlEPAllMOHHBIX CHCTEM,
ceTeBLIX ajipecoB pabounx cranui UCII/IH, Tomonoruu
CETH, OTKPHITHIX TIOPTOB U CIIYK0, OTKPBITBIX COEIMHEHIH
2.5.3. | Yrpo3sl BEISIBICHHUSI [1APOJIEN 11O CETH aKTyaJIbHO
2.5.4. |Yrpo3sl HaBI3BIBAHKE JIO)KHOTO MapIIPyTa CETH aKTyaJIbHO
2.5.5. | Yrpo3s! IoAMeHbl JOBEPEHHOIO OOBEKTa B CETH aKTyaJbHO
2.5.6. |Yrpossl BHeApeHus JoxHOro 06bekTa Kak B UCI1/IH, "aKTyaJIbHO
TaK ¥ BO BHEIIHUX CETAX
2.5.7. | Yrposs! tuna «OTKa3 B 00CIyKUBAHUN aKTyaJIbHO
2.5.8. | Yrpo3ss! y1aJeHHOro 3allycKa IPHIIOKEHUN aKTYaJIbHO
2.5.9. | Yrpo3sl BHEIPEHUS 110 CETH BPEJIOHOCHBIX MPOTpaMM aKTyaJlbHO
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2.6. | Yrpo3sl cpeasl BUPTYAIN3aLHUH:

2.6.1. |CoBepuienre aTaxy ¢ BUPTyalIbHO! MaIllHHBI HA IPYTYIO aKTyaJlbHO
BUPTYaJIbHYIO MAaIlIMHY

2.6.2. COBepmeHHe aTaKy Ha CHCTEMY YIIPaBJICHUS aKTyaJbHO
BUPTYQJIbHOH HHQpaCTpyKTypoi

2.6.3. |CoeplneHre aTaki Ha MOHUTOP BUPTYaIbHBIX MAILHH HE aKTyaJbHO
n3 GU3HYecKO ceTH

2.6.4. |Hapymenue npoLesypsl ayTeHTHQUKAIH CyOBEKTOB HE aKTyaJIbHO
BUPTYIM3APOBAHHOIO MH(OPMALMOHHOTO B3aMOJeHCTBIS

2.6.5. |Hapymenue paGoTocrocoGHOCTH HH(GOPMALIOHHBIX He aKTyallbHO
cycTeM, IIOCTPOSHHBIX Ha OCHOBE TEXHOJIOTHU
BUPTYAIM3AIMHY, 32 CUET HECAHKI[MOHUPOBAHHOTO
JOCTyIa K CpPeACTBaM BHPTYalH3aluy

2.6.6. |Ataxa Ha BUpPTyaJbHble KaHAJIBI epeiaun JlaHHBIX He aKTyaJbHO

2.6.7. |HecaHKLMOHMPOBAHHEIN TOCTYI K 00pa3aM BUPTYaJIBHBIX | HE aKTyalbHO
MalIny

2.6.8. |HapymeHue U30JIA0UM MTOJIB30BATEIBCKUX JAHHBIX HE aKTyaJIbHO
BHYTPH BUPTYaJIbHbIX MallIKH

2.6.9. |Ataka Ha rEIEPBU30P C BUPTYaAJIbHOH MAllIHHBI HE aKTyaJbHO

2.6.10. | ATaka Ha rEUnEepBU30pP U3 GU3HUUECKON CPEIbI HEe aKTyaJIbHO

2.6.11. | Araka Ha 3aIIMIaeMble BUPTYalbHbIC MaIlIHBI He aKTyaJIbHO
13 HU3HUECKON CETH

2.6.12. |HexoHnTponupyeMbIii pOCT YKC/Ia BUPTYJIbHBIX MAIIMH HE aKTyaJIbHO

2.6.13. | ATaxa Ha CeTh PEIUIMKALMY BUPTYaJIbHBIX MalllH HE aKTyaJIbHO

2.6.14. | BeIxos mpoiiecca 3a Ipeensl BUPTYalbHON Cpebl HE aKTyaJIbHO

5.9.B ciydJae MCTIONB30BAaHUs IS 3aIHTHI [IEPCOHANBHBIX NAHHbBIX CK3M1
AKTyQIbHBIMA U HEaKTYaILHBIMH SBILIFOTCS JOTIOJIHUTENbHBIE YTPO3Bl 0€30MacHOCTH,
ykazaHHbIe B Tadnue Ne 6.

mukina CK3U: paspaborka (Mozxeprusanus) CK3H,
UX IPOM3BOICTBO, XPaHEHUE, TPAHCIIOPTUPOBKA, BBOX
B OKCIUTyaTaluo (IIyCKOHaNa04YHbIe paboTh):

BHECEHMe HecaHKIMOHMpoBaHHbIX m3MeHeHui B CK3H
¥ (VM) B KOMITOHEHTEI allIapaTHbIX ¥ [IPOrPaMMHBIX CPEZICTB,
COBMECTHO C KOTOphIMU IuTaTHO GyHKUHOHKHpyroT CK3U
¥ B COBOKYIHOCTH npejicrapistorye CO, KOTophle CIIOCOOHE]
HOBIMATH Ha BhonHenue npenbssiiemMelx k CK3U
TpeOOBaHMit, B TOM YHUCTIE C UCIIOIB30BaHUEM BPEJIOHOCHBIX
IPOrpamm;

Tabmuma Ne 6
Ne n/m HanmMeHoBaHde Yrpo3bl 0€30N1aCHOCTH AKTYyaJIbHOCTD
2.7. | Yrposs 6ezonacHocT IT1/J mpu ux obpaborke B UC
¢ ucronkzosanneM CK3U:
2.7.1. |TloaroToBka u IpoBejieHHe aTak 6e3 NpUBJICYEeH S aKTyalbHO
‘ CIIEIMANHCTOB B obnactu paspaborku 1 aHammza CK3U
2.7.2. |TlogroToBKa U MpOBeeHNEe aTaK Ha dTanax )XU3HEHHOTO | HE aKTyaJIbHO
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BHECEHHE  HECAHKIMOHHPOBAHHBIX  M3MEHEHHM
B noxyMmenTanuo Ha CK3U u komnonente CO

2.7.3. |IlpoBenenue araku HapymmTesnem BHe K3 aKTyalbHO
2.7.4. |IIpoBenenue atak Ha srame dkcmnyaranuu CK3H1 Ha: aKTyalbHO
IIepCOHANIbHbIE JaHHEIE;
KIIIOYEBYIO, ayTeHTH(QUIUPYOUIYI0O H TapOJbHYIO
undpopmaiio CK3H;
nporpammubie KomnoHeHTsl CK3U;
anmapatHbie kKomrnoneHTs! CK3U;
nporpaMMHbie KOMIIOHeHTs! CD, BKITFOYas MPOrpaMMHOe
obecnieuenue BIOS; ‘ '
anmnapaTtHbie KoMIIOHeHTsl CD;
IIaHHEIE, IIepelaBaeMble 110 KaHalaM CBS3H
2.7.5. |TlonydyeHue U3 HAXOMIIIMXCSA B CBOOOIHOM JAOCTyIE AKTyaJIbHO
MCTOYHHUKOB (BKIII09ast HHPOPMaHOHHO-
TeNIeKOMMYHHKAIIMOHHbIE CETH, OCTYII K KOTOPBIM
HE OrpaHUYeH OMpe/IeICHHBIM KPyTOM JIHLI, B TOM 4HCIIE
MHGOPMAITHOHHO-TEIEKOMMY HUKAIIHOHHYIO CeTh
HuTepuer) uudopmanun 06 MC, B koTopoit
ucnonssyerca CK3U
2.7.6. |lIpumeHeHue: aKTyaJbHO
HAXOJAIIMXCI B CBOOOIHOM JIOCTYIIE MM UCIIONB3yeMbIX
3a npesenamu Kortponupyemoii 3086l AC u 110, Biimrodas
anmapaTHsle u nporpammusie komnoneaTel CK3U u C;
crienuanbHo paspaboransix AC u I10
2.7.7. [Hcnonb3oBaHue Ha Talle 3KCIUTyaTaIllid B Ka4eCTBE aKTyaJbHO
cpexBl TlepeHoca OT cyObekTa K 00beKTy (0T 0OBeKTa
K CyOBEKTY) aTaky ACHCTBHM, OCYIIECTBIIAEMBIX
TIpH [OATOTOBKE U (MIIK) IPOBEJICHUY aTaKH:
KaHAJIOB CBSI3H, He 3allIHIIEHHBIX OT HECAHKIMOHUPOBAHHOTO
JOCTyIIa K MH(OpMAIAK OPraHU3alMOHHBIMU ¥ TEXHUIECKAMA
MepaMU;
KaHaJIOB PaCIpPOCTPaHEHHs CUTHAJIOB, COITPOBOXKIANOIIHX
¢ynxunonnposanne CK3U u CO
2.7.8. |lIpoBexeHue Ha dTale SKCITyaTalluy aTaK{ aKTyaJIbHO
13 HHPOPMAIMOHHO-TEIeKOMMY HUKAIIMOHHBIX CeTeH,
JOCTYTI K KOTOPEIM He OTPaHUYEH ONpe/Ie/ICHHBIM KPyToM
s, ecna VIC, B kotopeix ucnons3ytores CK3M, uMeroT
BBLIXOJI B 9TU CETH
2.7.9. |Hcnonp30BaHue Ha dTalle SKCIUTyaTalluy HaXOMAIIIXCs aKTyaJIbHO
3a IpezienamMu KoHTponupyemoit sorbl AC 1 110
M3 COCTaBa CPEJICTB NHPOPMALIMOHHOM CHCTEMBI,
IpUMeHsAeMBIX Ha MecTax skciutyatanuu CK3H
2.7.10.|TIpoBejieHye aTaKy IIPU HAXOXXJIECHUH B IIpe/iesiax K3 HE aKTyaJIbHO
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2.7.11.

[IpoBenenue atak Ha sTane skcinyatanun CK3U
Ha CIIeAYIOLe 00bEKThI: '
nokymeHnTanuio Ha CK3M u xommnonenTs CD;
IIOMEIIEHUs, B KOTOPBIX HAXOJUTCS COBOKYITHOCTH
[IPOTrPaMMHBIX ¥ TEXHWYECKHX 3JIEMEHTOB CHCTEM 00paboTKA
IAHHBIX, CIIOCOOHBIX (YHKIMOHAPOBATH CAMOCTOSITEIIBHO

WK B COCTaBe APYTUX CHCTEM, Ha KOTOPHIX peajn30BaHbl
CK31 u CO

HE aKTYaJIbHO

2.7.12.

IlomydueHue B paMKax NPeIOCTaBICHHBIX [TI0JTHOMOYHH,
a TAKKe B pe3yJibTare HaOMOIeH I clieyroIelt nHpopMaIim:

CBEJCHUH O (QU3INUECKHX Mepax 3allUThl 0OBEKTOB,
B KOTOPBIX pazMeltess! pecypcsl YC;

CBeJleHHIt o Mepax 1o oOecreyeHmo K3 00bexToB,
B KOTOPBIX pazmerieHsl pecypesl MC;

CBEIEHHH O Mepax [0 pa3rpaHUYeHMIO IOCTyIa
B IOMeIIeHus, B Kotopblx HaxoasTcs CBT, Ha xoTtopsIx
peannzosadsl CK3W u CO

HEC aKTyallbHO

2.7.13.

Hcnonp3oBanue ITATHBIX CPELCTB, OTPAHIIECHHOE MEPaMHY,
peammzosanaeiME B MIC, B xoTopoii ucrionszyercs CK3H,

1 HallpaBJICHHBIMU Ha ITPENOTBPALICHHUE U IPECeUEeHUE
HECaHKUNOHUPOBAHHBIX NEHCTBUA

HC aKTyaJIbHO

2.7.14.

Hcnonszoranue dusmueckoro gocryna k CBT, Ha KOTOphIx
peanuzoBanbl CK31 u CO

HE aKTYyaJIbHO

2.7.15.

Bo3MOXXHOCTP pacnosarath anmapaTHbIMI KOMIOHEHTaMU
CK3H1 u C®, orpanndeHHas MepaMu, peaqn30BaHHbIMU
B 1C, B xoTopoit ucnonesyercst CK3U, n HanpaBieHHBIME
Ha IIPEJOTBPALLEHHE U ITpecedeHUe HECAaHKIIMOHUPOBAHHBIX
JNEUCTBUN

HE aKTyaJIbHO

2.7.16.

[IpoBenenue atax ¢ IpUBJICYCHNEM CIICIIUATMCTOB B 001aCTH
aHaJIM3a CUTHAJIOB, COIPOBOXIAOIIMX (YHKIIMOHAPOBAHHUE
CK3U n CO, u B 0671aCTH UCTIONBE30BaAHMS IS PeaT3allaH
aTaK HeJJOKYMEHTUPOBaHHBIX (HeIEeKIIapHpPOBAHHEIX )
BO3MOXKHOCTeH npukiagaoro [10

HE aKTyaJIbHO

2.7.17.

IIposenenue nabopatopHBIX uccnenoBanuit CK3U,
UCIIONB3yeMbIX BHE K3, orpanmuenHoe Mepamu,
peanuszoBanubiMU B MIC, B xoTopo#t ucnonszyercs CK3U,
¥ HaIpaBJICHHBIMH Ha MPeOTBPAIICHIE U IIpeceueHre
HECAaHKIMOHIPOBAHHEIX ACHCTBHIT

HEC aKTyallbHO

2.7.18.

IIposenenue paboT O CO3AAHMIO CITOCOOOB ¥ CPEJICTB aTak
B Hay4YHO-UCCIENOBATEICKUAX LIEHTPaX, CIICIMAT3APYFOIIITXCSI
B obnacty paspadotku u anaymza CK3M u CD, B Tom unciie
C MCIIONIb30BAHUEM HCXO/IHBIX TEKCTOB BXOISIIETO

B CO npuxnaguaoro 110, HemmocpeCTBEHHO UCIIOIB3YIONIErO
BLI3OBBI NporpaMMHbIX Gyaknmnit CK3U

HC aKTYyaJIbHO
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2.7.19.|IIpoBenenue aTak ¢ IpUBJICUEHHEM CIIEIIUATMCTOB B 00JIaCTH | HE aKTyalbHO
HCIIOJIb30BAHKS IS PEAJIM3alliY aTaK HeTOKYMEHTMPOBAHHBIX
(HemekJIapupoBaHHbBIX ) BO3MOXHOCTel cructemuoro 110
2.7.20. | Bo3MOXXHOCTb pacrionararb CBECHUSIMH, COACPKAIIAMUCS | HE aKTyaJIbHO
B KOHCTPYKTOPCKOM NOKYMEHTALINM Ha arlapaTHbie
¥ IpOTpaMMHbIe KOMIOHEHTHl CD
2.7.21.|Bo3MOXKHOCTB pacrionaratb BCeMH anfapaTHbIMUA He aKTyaJIbHO
xomnoHeaTamu CK3W u CO

5.10. Axtyanpable yrpo3sl OezonmacHoctu MCII/IH obecrieyenus THIIOBOM
JeATENbHOCTH.

5.10.1. UCITIu obecrniedenust TUIIOBOU AEATETHLHOCTH OTIMYAIOTCS CIETYIOIIAMU
0COOEHHOCTSIMU:

YICIIOJIB30BAHUEM CTAaHIAPTHEIX (YHUGUIMPOBAHHBIX) TEXHUYIECKUX CPEICTB
o0paboTku nHpOpMAaNWH;

HCII0JIb30BaHueM TUoBoro I10;

HaJIHYHeM He3HAYUTENbHOro KonmdyectBa APM, yuacTByromux B 00paboTKe
11 1H;

nyonuposanueM uHbopMmamu, conepxaiteid [1/{H, Ha OyMaXKHBIX HOCUTEILIX
u MHU;

HE3HAYUTENbHBIMH HETaTUBHBIMH TOCIEACTBUSIMU It cyObekToB 1I/IH mpu
peanuzaiyu yrpo3 6esonacroctn VCIT/Ix;

skcruryatanned MCIIQH, Kak mpaBuiio, COTpPyAHUKAMU I'OCYAapCTBEHHEIX
opranoB 0e3 IpUBJICUCHHS Ha TOCTOSHHOW OCHOBE CTOPOHHUX OpraHU3aluy;

KECTKON periaMeHTalledl NponeAyphl B3aUMOIEHCTBHS CO CTOPOHHHMHU
opranuzanusmMu (0aHKW, IEHCHOHHBIE, CTPaxXOBbIe M HAJIOI'OBBIE OPraHbl, OPraHbl
CTAaTHCTHKH ).

5.10.2. AkryamsabiMu yrpo3amu OezonacHoctd [1/In B MICIIT/IH obecneuenus
TUIIOBOU I€ATENIbHOCTH B FOCYJapPCTBEHHBIX OpraHax sBJISIOTCS:

Kpaxa HoCHTellel HHPOopMalny;

Kpaka Kirodeil 1 aTpiaOyTOB JOCTYIA;

BBIBOJ M3 cTpos y37oB [TOBM, xananos cBs3y;

HECaHKIIMOHUPOBAHHOE OTKIIOUEHUE CPENICTB 3aIUTHI,

yTparta KIitoueH u aTpubyToB JOCTYIa;

HelpenHaMepeHHas MoIAGUKAIS (YHUITOXEHNE ) MH(DOPMALX COTPY THUKAMM;

HeIperHaMepeHHOe OTKIIFOUEHNE CPEJICTB 3alUTHL;

BBIXOJ[ 3 CTPOS alapaTHO-MIPOrPAMMHBIX CPEIICTB;

pasrianieHue uHpopMaui, MOAU(QUKaIKs, YHUYTOKEHUE COTPYAHUKAMH,
TIOIYIIIEHHBIMH K ee 00padoTKe.

5.11. Akryamsubie yrpos3sl OesonacHoctu [1J[n B MCIIIH obecnedenus
CHeUaTbHON 1eITeNbHOCTH.

5.11.1. UCIT[Ig obecrieyenus CIEeNMaIBHON JEITECIBPHOCTH OTJIMYAFOTCH
CIIEIYIOIIAMU OCOOEHHOCTSIMHU:

KCHOJIB30BaHUEM IIMPOKOH HOMEHKIIATYPhl TEXHUYECKUX CPEICTB IOyYEeHHUS,
otoOpaxeHus u 0b6padoTky nHGOpPMAaNUH;
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VICIIONTb30BaHKeEM crernuaipaoro 110;

HaJIMYMEM 3HayuTeNbHOro KoymmdecTBa APM, ydacTByromux B 00paboTke
11 1x;

noctpoerneM MCII/IH Ha 0aze pacnpemeneHHOW MO0 TEPPUTOPUE 00TACTH
BLIYMCIIUTEIILHON CETH CO CIIOKHOM apXUTEKTypOH;

Halnu4yueM IIONKJIIOYEHHH K CceTsAM CBS3W  OOINEro  IMOJb30BaHMS
U (MJIK ) MeXITYHAPOTHOTO HHGOPMAaIMOHHOTO 00MeHa;

UCIIONb30BaHUEM Pa3HOOOPa3HOM TENeKOMMYHUKAIIMOHHOW HHQPPACTPYKTYPEI,
IIpUHaUIeKANIEeH pPa3IuIHbIM OllepaTopaM CBSI3H;

UIMPOKUM [PUMEHEHHEM CpPEACTB 3aIluThl HHGOPMAIMy, BKJFOYAs
cepruduuuponanusie CK3H,

HCIIONB30BAHUEM ayTCOPCUHra NHpH cosnanuu u skcrmyatauuud VICITIx
U €€ 3JIEMEHTOB;

CIJIOXHOCTBIO C TyOIMpOBaHHEM OOJIBIINX MACCHBOB HHGOPMAITNH, CONEPIKAIIeH
IT/Ix, Ha 6yMaxxHBIX HOcHuTenssx 1 MHU; .

3HAYUTENbHBIMA HETaTUBHBIMU IIOCJIEACTBHSAMM IPU pealn3aldy yrpo3
6e3onacuoctu UCITx;

HeZI0CTaTOYHOM KBaymduKanuel momp3oBatenedt u obcmyxusatorero VCI/Ia
U CPEACTBA 3alUTHI MHGOPMAIUHU TIePCOHANIa;

npobiieMamu B3anmozeicTsus pazmriHbIX VICIT/H, BRI3BaHHBIX HECOBEPIIIEHCTBOM
JEHCTBYIOMIEr0 3aKOHOIaTEIhCTBA ¥ BEIOMCTBEHHBIX WHCTPYKITHH.

5.11.2. AxtyamsaemvMu yrpozamu 6e3onacHoctt I1/In B MICII[da obecneuenwst
CIENUATIBHON AEATENBHOCTH B FOCYIapCTBEHHBIX OpraHax sBISIOTCS:

Kpaxka HocuTeslnel nudopmanmm,

Kpaxka KJro4ed 1 aTpruOyTOB JOCTYIIa;

BBIBOJ( U3 cTpod y35i0B [IDBM, xaHanoB cBs3u;

HECAHKIMOHUPOBAHHOE OTKJIIOUEHHE CPENICTB 3aIlUTHI;

yTparta Kitoded u aTpubyTOB HOCTYIIa;

HelpeHaMepeHHas Mo GHKalys (YHIITOXKSHUE ) HHPOPMAIIUY COTPYIHUKAMH;

HellpeJHaMEPEHHOE OTKIIOYEHNE CPEICTB 3allUTHI;

BBIXOJ U3 CTPOS allllapaTHO-TIPOTPaMMHBIX CPENICTB;

pasriamenre HHOOpPMaUK, MOIU(QUKALNS, YHHYTOKEHUE COTPYIHUKAMH,
IOIIYIIEHHBIMHU K ee 00paboTKe;

yrposa «AHamm3 cereBoro tpadukay c nepexsatom repenaBaemoit 3 MCIT
U IIPUHMMAaEeMOH U3 BHEIIHUX ceTell nH(hOopMaIvH;

YIPO3bl CKaHMPOBAHMS, HAlPaBIEHHBbIC Ha BBISBICHHWE THIIA HIH THIIOB
VICIIOJIb3YEMBIX OIEPAllMOHHBLIX CHCTEM, CETEBBIX aApEcOB pabouYMX CTaHIKH
WCII/IH, TonoI0ruy ceTH, OTKPBITHIX IOPTOB M CIIYXkKO, OTKPEITHIX COeIUHEHMH;

YIPO3BI BBISBIICHUS TIAPOJIEH 11O CETH,

YIPO3LI HaBA3LIBAHUE JIOXKHOTO MapIIpyTa CeTH;

YyIpO3bI HOJAMEHBI IOBEPEHHOTO 00BEKTa B CETH;

YTPO3BI BHEAPEHUS JTOKHOTO 00bekTa Kak B VICTT/IH, Tak ¥ BO BHELIHUX CETIX;

yrposel Tuna «OTKa3 B 00CITy)KHBaHUNY,

YIPO3bl YAAIEHHOIO 3aIlycKa MPUIOKEHHI,

YTPO3BI BHEAPEHHS 110 CETH BPEOHOCHBIX MIPOTPaMM;

e
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COBEpILEHHUE aTaky C BUPTYIbHON MalTMHBI Ha PYTYIO BUPTYAIBHYIO MAIIUHY;

COBEpIIIEHUE aTaKy Ha CUCTEMY YIIPaBJICHUS BUPTYaTbHOU HHPPACTPYKTYpOH;

IIOArOTOBKA M MIPOBENEeHNE aTak 0e3 IPUBIICYCHUS CIEIUAINCTOB B 00IacTH
paspabotku u ananmza CK3U;

IIPOBEJICHHUE aTaKu HapymuTeiaeMm BHe K3;

NpOBeIeHUe aTaK Ha stane 3Kcrryatannd CK3U na:

a) mepcoHajbHbIe aHHEbIE;

0) KIIFOUEeBYIO, ayTeHTHOHIUPYIOIIYIO U TTapoIbHyto wHGopmarmio CK3U;

B) nporpammusbie KomrnoHeHTs CK3U;

r) anmapaTHeie koMmnoreHTsl CK3U;

1) mporpaMMHble KoMmrioreHTs CD, BKiFOUast mporpammuoe obecriedenne BIOS;

e) anrmapaTHble KOMITOHeHTH CD;

) IaHHbIE, Tlepe/iaBacMble 10 KaHalaM CBSI3H;

IOJYYEeHNEe U3 HaXOMSIIUXCS B CBOOOMHOM JTOCTYIIE MCTOUYHHKOB (BKIIOYas
MH(QOPMaMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH, AOCTYIT K KOTOPBIM HE OrpaHHMYeH
OIperieNIeHHBIM KPYTOM JIHII, B TOM YHCIe HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHYIO
cets UnTtepret) nadopmanmu 06 MC, B koTtopoii ucnonszyerca CK3H;

IpUMEHEHHUE: |

a) HaxOIAIIUXCs B CBOOOJHOM AOCTYIIe HJIM HCHOJB3YyEMBIX 33 IpeAeIaMu
koHTposmpyemor 30Hbl AC wm IIO, Bkiroyas ammaparTHble U IPOTPaMMHEIE
xomrioHeHTsl CK3U u CO;

6) cnenmansHo paspaboranueix AC u [10;

UCIOJb30BAHNWE Ha JTale OSKCIUTyaTallid B KadeCcTBE Cpebl IlepeHoca
OT cyOBbeKTa K 00BeKTy (0T 00beKTa K CyOBEKTY) aTakd AEHCTBHH, OCYIECTBIIAEMBIX
IIPH IIOJTOTOBKE ¥ (WJIK ) IPOBEICHUH aTaKH:

a) KQaHQJIOB CBS3M, HE 3aIUINEHHBIX OT HECAHKIMOHMPOBAHHOIO JOCTYIA
K MH(GOpMAaLUY OPraHU3alliOHHBIMY U TEXHHYECKUMU MEpaMu;

0) KaHAJIOB PaCIpPOCTPaHEHHS CUTHAJIOB, COIPOBOKIAIOIIMX (PYHKIMOHUPOBAHHUE
CK3U u CD;

IpPOBEACHHE Ha JTare JKCIUIyaTalWd aTaku U3 HUHGOPMaAIHOHHO-
TEJIEKOMMYHUKAUMOHHBIX CeTeH, OCTYNl K KOTOPBIM HE OIpaHd4eH OIpeleleHHBIM
kpyrom nun, ecnu MC, B koTopsix ucnons3yrorcs CK3M, umeroT BEIXOA B 3TH
CeTH;

UCIONB30BAHWE HA JTalle OBKCIUTyaTallMd HaxO[SUIMXCS 3a IpeleaMu
koHTposmpyemoil 30HBI AC u 11O u3 cocraBa cpencts MC, npuMeHseMBIX Ha
MecTax skcrryartannu CK3U.




